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I. Introduction


Some observers suggest that the appropriate analogy for thinking about order in cyberspace, or the lack thereof, is the "wild west."
  The fact is that the western frontier was not nearly as wild and lawless as most people believe, however (Anderson and Hill 1979, 2004; Benson 1991b), and the same is true of the cyberspace.  As Johnson and Post (1996: 1389) note, "Cyberspace is anything but anarchic; its distinct rule sets are becoming more robust every day."  Indeed, while an accurate picture of the "not so wild, wild west" (Anderson and Hill's recent book title) might be analogous to cyberspace, a better analogy is offered by international commercial law, lex mercatoria (Johnson and Post 1996: 1389-1390; Benson 2000c), the polycentric merchant-produced law of medieval Europe and its modern counterpart.  Cyberspace is unconstrained by geographic boundaries, so like international trade, it cannot be effectively governed by geographically defined legal systems.  Yet methods of creating property rights and solving assurance problems are evolving within functionally defined cyber communities, just as they have within various international trading communities.  

In order to explain how effective cyber law is evolving without the backing of coercive power, the following presentation is divided into three sections beyond this introduction.  Section II provides a general explanation for the spontaneous and voluntary "bottom-up" evolutionary process that creates rules of obligation and institutions to encourage recognition of those rules, resolve disputes that arise under the rules, and change the rules as conditions change.  These rules of obligations and supporting institutions create property rights in order to resolve externality problems, and establishes trust or recourse mechanisms in order to alleviate assurance problems.  Section III maps observed developments of rules of obligation and supporting institutions in cyberspace into the analysis provided in Section II, illustrating that property rights are evolving to deal with the externalities that have developed in cyberspace, and that both trust and recourse are increasingly available as solutions to assurance problems.  The concluding Section then explains why geographically defined states, and even international organizations of such states, are unable to bring order to cyberspace, and why they should be discouraged from even trying to do so. 

II.   An Economic Theory of Spontaneously Evolving Institutions:

Property Rights, Contracts, and Customary Law

Rules can be thought of as behavioral patterns that individuals expect each other to follow.  The rules one individual is expected to follow influence the choices made by other individuals: like prices, rules coordinate and motivate interdependent behavior.  A subset of rules, generally do not require explicit codification or backing by coercive threats to induce recognition, because they are widely "shared values" (Voigt and Kiwit 1998) voluntary adopted by individuals in their interactions with an identifiable (but perhaps changing) group of other individuals.  As such interactions evolve and change, these "norms" or "customs" also spontaneously evolve (Benson 1999a).  There are obviously many other rules beyond such norms that people are expected to follow, however.  Some rules are not shared values, for instance, but instead, they discriminate in favor of targeted individuals and are imposed on others by employing coercive threats.  Furthermore, many rules and accompanying governance institutions are established through deliberate design rather than evolving spontaneously.
 The final section of this presentation considers the role and impact of deliberately designed rules imposed from the top down, but until then, the focus will be on the bottom up evolution of norms underlying property rights and contracting arrangements.
II.1. The Evolution of Property Rights
The institutions of property -- the network of primary and secondary rules regarding obligations to respect entitlements regarding access to, use of, and transfer procedures for assets
 -- determine how resources will be brought into use.  Resources will be used, however, no matter what the property rights system is.  Even the lack of specified property rights is a property rights system: it implies that a resource can be used by anyone strong enough to claim access.  Indeed, since property rights are an important determinant of the allocation of resources, and therefore at least to a degree, the distribution of wealth, individuals have incentives to develop property rights arrangements to help them achieve their personal objectives.  Creation of effective property rights requires persuading or inducing others to recognize rules (accept  obligations) to respect the rights, of course. After all, rules are generally not necessary if there are no conflicts to resolve.  Furthermore, as David Hume (1751) emphasized over 250 years ago, the primary source of conflict between individuals is scarcity.  Scarcity becomes apparent when a conflict over use arises, and the institutions of property evolve as such conflicts are resolved by individuals attempting to find ways to expand personal well-being or "wealth" in the face of this scarcity (Hume 1751, Commons 1924: 138, Benson 1994b, 1999a),
 whether the resolution is achieved through cooperative procedures such as negotiation, or through violence or threats of violence (coercion). Thus, in a positive sense, property rights are a matter of economic value rather than of legal definition or moral philosophy.

II.1.a. Externalities and the evolution of property rights.  Coase (1960) stresses the reciprocal nature of externalities, explaining that they arise when two or more individuals attempt to use the same asset or resource for conflicting purposes.
  The primary reasons for divergent expectations regarding access to and use of the resource are that the relevant property rights either are not clearly assigned or they are not effectively protected (i.e., rules of obligation either are not recognized or not respected). Therefore, a solution to the conflict may be achieved if one party is persuaded/induced to recognize that the other party has the relevant property rights and/or to respect those rights (follow rules of obligation). To avoid the harm to one party, then, the other party must be harmed.  The result of allocation and recognition of property rights is that one party will be able to benefit from using the resource and the other party will have bear costs if he or she wants to use it [i.e., bargain to purchase it, or face the possibility of prosecution and liability for damages due to trespass or transfer without bargaining (theft)].  Because the allocation and enforcement of property rights determines the distribution of costs and benefits, the effected individuals obviously will have different opinions about how the rights should be assigned and protected.  Thus, transactions costs arise as individuals attempt to create or protect property rights, because other individuals must either be persuaded or induced to accept obligations to respect claimed rights.  Effective property rights are likely to arise when the benefits of creating them exceed the associated transactions costs.  In fact, as Demsetz (1967: 350) explains, "Property rights develop to internalize externalities when the gains from internalization become larger than the cost of internalization.  Increased internalization, in the main, results from changes in economic values, changes which stem from…. changes in technology and relative prices." 



 Suppose that a sufficiently large number of people want to use a resource so that the resource is scarce. That is, the use by some individual or individuals, A, has a negative impact on the well being of (imposes a negative externality on) another individual (or individuals), B.  Under these circumstances, each individual has incentives to access the resource and use it before other users do the same.  Assume that B's use is prevented altogether if A is successful in using the resource first, for instance, and visa versa. In this case, each individual has incentives to claim the resource before others do.
  The potential means of successfully asserting that claim (i.e., creating obligations for others in the relevant community to recognize the claim) will be discussed below.  The point here simply is that when A's use of a scarce resource precludes B's use and visa versa, the conflict becomes immediately apparent, as are the incentives to claim property rights.  Things are not quite this simple, however.

It is costly to measure an asset's attributes, however, and the cost of increasingly fine delineation of an asset's attributes rise: "Because transacting is costly, as an economic matter property rights are never fully delineated" (Barzel 1989: 1; also see Libecap 1986: 230-231, and North 1990: 33).  Individuals have incentives to delineate and develop rights to those attributes of an asset that are valuable relative to the cost of delineation and rights establishment.
 However, when costs mean that attributes are less than fully delineated and claimed, some attributes remain accessible to other individuals, e.g., B, other than the person or persons, A, who has claimed rights to the delineated attributes.  Whether intentionally or not, uses of unclaimed attributes of the resource by B can negatively affect the well being of A.  Thus, externalities persist.  As Barzel (1989: 5) explains, for instance,

The rights to receive the income flow generated by an asset are a part of the property rights over that asset.  The greater is others' inclination to affect the income flow from someone's asset without bearing the full costs of their actions, the lower the value of the asset.  The maximization of the net value of an asset, then, involves that ownership or ownership pattern that can most effectively constrain uncompensated exploitation.  

The argument is more general than just income, however.  Interference with the ability to obtain any type of subjective benefit will create incentives to look for ways to constrain such interference, and if cost effective means of doing so are discovered, more attributes will be delineated and property rights will evolve.  The bundle of rights associated with a particular resource can be quite large, then, as access, use, and transferability rights can apply to and differ over many different attributes. 

In some cases, many people can use a resource without actually precluding others from using the same resource, but in the process each person's use, or benefits from use, may be impaired in some way.   That is, each person's use reduces the satisfaction that others obtain from their use.  In the case of a free-access commons, for instance, crowding or congestion arises and the resource deteriorates in quality (each individual's use impairs every other individuals' uses to a degree) as the result of over use.  This has been called the tragedy of the commons, of course.
   The tragedy of the commons is not the inevitable outcome of free access, however, because the externalities create incentives to develop alternative property rights.  In fact it is not the likely outcome unless the transactions costs of at least partial privatization (e.g., quota rights like fishing licenses or pollution permits) are so high that such privatization is not warranted.  In this context, Johnson and Libecap (1982) contend that there are three types of costs that can be relevant: (1) exclusion costs; (2) internal governance costs when exclusive rights are shared by a group; and (3) imposition of punishment for violating an open access constraint imposed by a strong coercive authority (e.g., the state).
  If these costs are not prohibitive, property rights should evolve when externalities become significant.  For example, Demsetz (1967) uses his theory to explain the evolution of property rights among a community of Indian hunters of the Eastern part of Canada who, in the early 18th century, developed exclusive rights to take beaver furs.  Prior to the arrival of European fur traders, beaver were so abundant relative to the native population's demand for beaver furs or meat, that if one individual harvested beaver from the commons, it had no noticeable impact on other individuals' ability to harvest beaver.  There was no reason to claim exclusive hunting rights.  However, Europeans considered beaver to be very valuable.  Therefore, when European fur traders began trading things that the Indians valued highly (European manufactured goods such as metal knives, axes, pots and pans, woolen blankets, guns and ammunition, etc.) for beaver, the Indians' incentives to hunt beaver increased dramatically.  This created a common pool problem.  Rather than allowing the destruction of the beaver population, Indians began claiming and recognizing exclusive hunting rights.  Individual Indian households claimed their own beaver populations along streams, and the community of Indians (related bands) recognized those claims.  As a result, the population of beaver leveled off and was maintained, rather than being destroyed. Demsetz also argued that the Indians of the American Southwest failed to develop similar property rights because of the relatively high costs and low benefits from establishing exclusive hunting rights.

II.1.b. Factors influencing the evolution of property rights.  Demsetz’ (1967) property-rights-in-beaver example emphasizes that a change in relative values (e.g., prices) can lead to a change in property rights [also see, for example, Libecap (1978)].  Rights can also evolve because of a technological change that reduces the cost of measuring attributes and/or establishing rights, however.  For instance, Anderson and Hill (1975) explain that property rights in range land in the American West evolved from open range to private range with the introduction of barbed wire, and Ellickson (1993: 1330) explains that transferability of private use rights developed, at least in part because written language reduced the cost of record keeping.  Property rights can also evolve with changes in the institutions of policing and dispute resolution (Benson 1999a).  Similarly, discoveries of new information that lead individuals to recognize that the resource in question is more valuable than previously believed, can also induce increased measurement and rights delineation [e.g., discovery of gold, as in Umbeck (1977, 1981a, 1981b); also see Libecap (1978)].  In addition, property rights can change because of changes in the relative opportunity costs of violence used to induce recognition of rights, or the relative costs of negotiation used to persuade potentially cooperative individuals to recognize each others’ rights [e.g., see Benson (1994b, 1999a, 2004); Anderson and McChesney (1994)], perhaps due to technological changes that reduce the costs of violence or negotiation.  Thus, many things can change the value of property rights (Demsetz 1967; Anderson and Hill 1975; Libecap 1986: 231; Barzel 1989: 74; North 1990: 48), and this in turn leads to changes in the rights structure.  As Barzel (1989: 65) emphasizes in echoing Demsetz (1967), "People acquire, maintain, and relinquish rights as a matter of choice....  As conditions change,... something that has been considered not worthwhile to own may be newly perceived as worthwhile."  Such changes need not be exogenous, however. In fact, they are not likely to be.  When substantial externalities arise, the desire to internalize them creates incentives to carry out research in an effort to develop new technologies and/or new information that will lower the transactions costs of rights creation.  Thus, the technological advances and other increases in knowledge that allow property rights to evolve often are endogenous.  

II.1.c. The security of property rights.  Alchain and Allen (1969: 158) propose a revealing definition of ownership rights: "the expectations a person has that his decision about the use of certain resources will be effective."  This very non-legal and non-philosophical sounding definition stresses the fact that, in practice, rights (or expectations) are never absolute, and not just because of Barzel's (1989: 5) point that delineation and development of rights to attributes is costly.  The strength or security of property rights (and therefore expectations) is a function of efforts made to protect or enforce rights claims, and the offsetting efforts to take or attenuate those claims.  There are many ways that others might attempt to capture control of resources, such as through warfare or theft, or through the political process by lobbying the legislature to change the rules.  Given such threats, people incur costs as they attempt to enhance the security of the rights over the assets that they wish to control.  Sherman (1983) discusses individual investments in watching, walling, and wariness, for instance.  These activities can include investments of time (e.g., watching, lobbying to prevent political transfers), or in the purchase of labor services (e.g., guards, hired lobbyists), technology (e.g., monitoring equipment for watching, better fences and locks as part of walling), and in the sacrifice of desirable activities that might increase the vulnerability of property (e.g., avoiding certain dangerous areas, not going out at night).  Technological changes can lower such costs by improving the productivity of individuals' time, or in labor and capital services, so incentives to perform research and development regarding security methods are high when rights are insecure.  

Some of the costs of watching, walling, and wariness activities for individuals can also be reduced significantly through organizational innovations.  A community of individuals might be formed, for instance, and voluntarily agree to respect each others' rights.  In this context, Vanberg and Buchanan (1990: 18) define "trust rules" to be rules of behavior toward others which individuals have positive incentives to voluntarily recognize, and explain that:

By his compliance or non-compliance with trust rules, a person selectively affects specific other persons.  Because compliance and non-compliance with trust rules are thus "targeted," the possibility exists of forming cooperative clusters....  Even in an otherwise totally dishonest world, any two individuals who start to deal with each other - by keeping promises, respecting property, and so on - would fare better than their fellows because of the gains from cooperation that they would be able to realize.

Wealth can be enhanced for everyone involved in such trust relationships as property rights are made relatively more secure and relatively more private.    As Hayek (1973: 107) explains, "The understanding that 'good fences make good neighbors', that is, that man can use their own knowledge in the pursuit of their own ends without colliding with each other only if clear boundaries can be drawn between their respective domains of free action, is the basis on which all known civilization has grown.  Property, in the wide sense in which it is used to include not only material things ... is the only solution men have yet discovered to the problem of reconciling individual freedom with the absence of conflict."  Indeed, the absence of conflict may be the primary objective of some agreements, as suggested above, given the relatively low probability of winning in violent confrontations.  Such implicit agreements are even seen between animal as property claims in the form of hunting ranges are delineated and recognized, thereby reducing conflict (Hayek 1973: 75).  In other words, the primary goal of some agreements may be to obtain non-material wealth in the form of "peace" or security, but of course, the production of more material wealth is also likely to be enhanced for everyone involved in such trust relationships. If property rights are made relatively more secure and relatively more private, after all, time horizons lengthen and incentives to use the property for production, rather than immediate consumption, increase.  Thus, whatever the objective, all organizations function to a substantial degree by delineating various rights that individuals are expected to respect (Barzel 1989: 7).

Members of such communities may also agree to cooperate in joint production of property protection against outside threats (e.g., neighborhood watch, pooling funds to employ security or policing services for an area, walling and gating an entire community, traveling in a group).  But a significant source of transactions cost may stand in the way of adopting such rules voluntarily through an explicit or implicit contract: the assurance problem.  Will individuals live up to their promises to cooperate, or will they attempt to free ride on the efforts of others in the group? Therefore, consideration of the nature of the cooperative process that can underlay a system of voluntarily recognized and protected property rights requires an examination of potential solutions to the assurance problem.  These consideration will simultaneously provide an analysis of the spontaneous evolution of the rules of and potential for contracting to voluntarily transfer property rights (e.g., trade), since the same assurance problem stands in the way of all contracts, whether they involve trading commitments to respect each others' property rights and to cooperate in watching, walling and wariness, or they involve trading goods and services.

II.2. Assurance Problems and Sources of Credibility in Contracting
There would be no assurance problem if everyone had full knowledge, but such perfect knowledge does not exist anywhere except in some economists' mathematical models.  Information is so scarce in the real world that trust or recourse generally must substitute for full knowledge in order to make promises credible. Trust, a willingness to make oneself vulnerable to another even in the absence of external constraints, certainly can evolve to support cooperative interaction such as contracting to create protection arrangements or to trade, as explained below, but it takes time, and under some circumstances it can be limited to relatively small communities.  If individuals are going to be willing to deal with others that they do not trust, recourse in the form of credibly threatened sanctions against breaches of promises (perhaps supported by third party dispute resolution) is a necessary substitute.  While trust and recourse are both substitutes for knowledge, however, they are not perfect substitutes for each other.  Tradeoffs in transactions costs mean that under some circumstances trust provides a superior solution to assurance problems, while recourse may be more desirable under other conditions (Benson 2001a).  Furthermore, there are alternative institutional mechanisms for the provision of recourse, and they also are imperfect substitutes.  In order to illustrate this, let us consider some of the differences between alternative institutional sources of trust and recourse.
 

II.2.a. Building trust.  Many of the concepts from game theory are useful in demonstrates the gains from cooperating and defecting in various contexts, and therefore, in thinking about determinants of trust [e.g., see Axelrod (1984), Ellickson (1991), Ridley (1996), Vanberg and Congleton (1992)].
  Game theory demonstrates that cooperation can arise through repeated interactions, for instance (Axelrod 1984).  Perhaps, for instance, at some point, different individuals decide to claim adjoining properties.  Facing the likelihood of repeated interaction, they form relatively tentative bilateral relationships based on reciprocity incentives, implicitly promising to recognize each others' territorial claims.  Because the long-term reciprocal response is uncertain, a repeated-game situation does not guarantee unconditional cooperation even with the tit-for-tat threats to reinforce the positive incentives associated with remaining on good terms with the other party(ies) (e.g., relatively secure property rights, the potential to focus resources to produce wealth rather than violence).  The dominant strategy still depends on expected payoffs, frequency of interaction, time horizons, and other considerations (Tullock 1985: 1073; Ridley 1996: 74-75; Rutten 1997).  Furthermore, in emerging economic and social activities, repeated-dealing arrangements must be established.  For instance, McMillan and Woodruff (1998), in their study of emerging trade in Vietnam explain that an entrepreneur tends to be very cautious when considering a potential trading partner.
 This can take time, of course, and that is obviously one of the drawbacks of exclusively relying on trust relationships. 

Individuals may be able to gain the trust of others relatively quickly by offering some sort of bond or hostage (Williamson 1983).  When an unknown party posts a bond with some trusted third party (e.g, a reputable bank) as a guarantee that his promises are credible, for instance, he may be able to overcome a lack of trust.  Similarly, individuals can invest in signals that demonstrate a commitment to high quality (Klein and Leffler 1981, Shapiro 1982, 1983, Diamond 1989).  As an example, consider Nelson's (1974) explanation of  advertising of experience goods.  He notes that such advertising serves two primary functions for the rational buyer, and neither of these functions focus on the provision of direct information about the experience quality of commodities that are advertised: first, "advertising relates brand to function" and provides information about the general uses of the product, but second and more important, the volume of advertising is a signal to buyers that shows the extent of committed investment by the seller. What matters most to a rational buyer is not what advertising says about quality, but simply that it is a recognizable investment in non-salvageable capital: brand name.  Investments in other non-salvageable assets (e.g., elaborate store fronts, charitable contributions, community service) can serve the same function.  Essentially, investments in non-salvageable assets are offered as a bond to insure credibility.  Information transmission is a key to the success of such a business strategy [e.g., see Milgrom, et al. 1990)], as buyers must be aware of such commitments.  If they are, then as Klein and Leffler (1981) explain, the marginal cost to buyers of measuring such specialized or non-salvageable investments must also be less than the prospective gains: "If the consumer estimate of the initial sunk expenditure made by the firm is greater than the consumer estimate of the firm's possible short-run cheating gain" he or she will tend to trust the seller.  When effective recourse is not available or is relatively costly, individuals who want to enter into cooperative relationships such as trade have very strong incentives to make such investments. Time is required to build reputations, of course, so new entrants may have to suffer through a considerable period of losses before they can expect to see investments in reputation building pay off.  Indeed, since the payoff to such investments are delayed and very uncertain, incentives to make them tend relatively weak, and the emergence of cooperation based on such sources of recourse also can be quite slow.
  Some individuals may have reputations that they have developed in other activities, however, that can be transported into the new situation.  Firms with international reputations may enter an emerging market and become established very quickly, for instance.  There is another alternative as well.

Markets for reputation can also develop.  For instance, a firm or other organization might develop a reputation for honestly assessing the quality of other firms' products or services.  Then when someone wants to enter a market and quickly establish a reputation, he or she can pay to have a product or service performance inspected/tested and "certified" by this reputable assessment organization (Carter and Manaster 1990, Anderson, et al. 1999).  Moodys, Standard and Poors, Underwriters Laboratory and the Good Housekeeping Seal of Approval come to mind.  Similarly, the American Automobile Association inspects and rates motels.
  Reputation can be purchased in other ways as well.  One possibility is to contractually affiliate with an organization that is recognized to require that all affiliates meet specified standards for their products or services.  Best Western motels is an example.  Locally owned franchises of regional or national chains of motels, restaurants, retail outlets, and so on provide other examples.  All such arrangements involve non-salvageable investments, of course, since failure to maintain quality will result in loss of the reputation signal that has been purchased.

II.2.b. From trust to reputation and recourse.  Most arguments about the inability of private parties to cooperate without the backing of a coercive power are explicitly or implicit prisoners' dilemma arguments.  As suggested above, however, the one-shot prisoners' dilemma analogy does not characterize many kinds of interactions.  When repeated dealing arrangements are valuable, each individual has implicit threat of punishment if the other party fails to live up to a promise, commits fraud or behaves opportunistically: the tit-for-tat response.  As more bilateral relationships are formed in recognition of the benefits from cooperation, and a loose knit group with intermeshing reciprocal relationships often begins to develop, however, tit-for-tat becomes a less significant threat.  An exit threat becomes credible when each individual is involved in several different games with different players, in part because the same benefits of cooperation may be available from alternative (competitive) sources (Vanberg and Congleton 1992: 426).  And the fact is that individuals are generally involved in several "communities" as described by Taylor (1982: 26-30), wherein "the relations between members are direct and ... many-sided" [also see Ellickson (1993)]. When competitive alternatives within a community of transacting individuals make the exit option viable, Vanberg and Congleton (1992: 421) suggest that one strategy that can be adopted is unconditional cooperation until or unless uncooperative behavior is confronted, and then imposition of some form of explicit punishment of the non-cooperative player as exit occurs.  They label such a strategy as "retributive morality," and the "blood-feuds" of primitive and medieval societies provide examples of such behavior.  This practice of retributive morality strengthens the threat to non-cooperative behavior.  However, the fact is that retributive morality or the blood feud played a much less significant role in primitive and medieval societies than is popularly perceived (Benson 1991a, 1994a).  After all, such violence is risky, and there is an even better alternative.

When individuals cooperatively engage in successful bilateral relationships within an evolving web of such relationships, others are likely to notice their cooperative behavior and attempt to initiate mutually beneficial relationships with them.  In other words, when information about cooperation spreads, such behavior in one relationship can serve as investment in building a reputation for fair dealing, and this reputation can attract more opportunities. Importantly, however, when information spreads about non-cooperative behavior, all of the beneficial relationships that the non-cooperative individual enjoys within the community can be put in jeopardy.  All members of the community have an exit option, and therefore they may cut off all relationships with someone who has proven to be untrustworthy in dealings with anyone else in the group.  This means that there is a low cost option to retributive morality: unconditional cooperation whenever an individual chooses to enter into some form of interaction, along with a refusal to interact with any individual who is known to have adopted non-cooperative behavior with anyone in the group and the spread of information about untrustworthy people.  Vanberg and Congleton (1992) refer to this response as "prudent morality," and given that reputation information spreads quickly within a group, the consequences of retributive and prudent morality become quite similar. If everyone spontaneously responds to information the result is social ostracism, a very significant punishment, even though it is not explicitly imposed by a single retributive individual.  Essentially, each individual's reputation is "held hostage" by every other individual in the evolving group, a la Williamson (1983), and reputation is an ideal hostage.  It is highly valued by the individual who has invested in building it, so a credible threat of destroying it can be a significant deterrent, and the threat is also credible because the reputation hostage has no value to the hostage holder and the cost of destroying it (spreading truthful information) is low.  That is, it is a non-salvageable asset (an asset that might be built relatively quickly by offering bonds or investing in even more non-salvageable assets, as noted above, thus increasing the value of the hostage). Such an ostracism threat can be a very powerful source of recourse, where the "third party" providing the threatened sanction is the community of individuals who receive and respond to the information about non-cooperative behavior.

The spontaneous development of social ostracism illustrates another point. As an informal community evolves from a web of bilateral trust relationships, group-wide norms also evolve.  Note, in this context, that it is not the existence of "close-knit" communities that generates group-wide norms, as some have contended.  Instead, norms and communities can evolve simultaneously as each affects the other: the evolution of norms of cooperation lead to the development of a web of interrelationships that can become a "close-knit" community, and the development and extension of such a community in turn facilitates the evolution of more effective norms (Benson 1999a). Thus, as Vanberg and Congleton (1992: 429) conclude, perceptions "of what is moral vary with relevant differences in exit costs.  At the high-cost end of the spectrum, moral justification for tit-for-tat and retributive behavior seems to be fairly common, whereas prudent morality gains in importance as we move to the low-cost end."

Many group-wide norms are simply commonly adopted trust rules that apply for all interactions in an informal web of relationships.  As this web of relationship begins to become recognized as a community, other rules can arise.  Called "solidarity rules" by Vanberg and Buchanan (1990: 185-186), these are expected to followed by all members of the group, because individual sacrifices associated with obeying solidarity rules produces shared benefits within the group (Vanberg and Buchanan 1990: 115).  Solidarity rules are things like "do not behave recklessly and put others at risk."  However, they can also involve rules about individuals' obligations in cooperative production of rule-enforcement functions.  Rules like "inform your neighbors about individuals who violate trust rules," and "do not cooperate with individuals who behave in a non-cooperative fashion with someone else," are solidarity rules in the sense that production of information and ostracism create benefits for everyone in the group by deterring non-cooperative behavior. 

Significant limits on abilities to reason and to absorb knowledge means that individuals are not able to use conscious reason to evaluate every particular option in the array of alternatives that are available (O'Driscoll and Rizzo 1985: 119-122; Hayek 1937, 1973).  Therefore, rational individuals will often find it beneficial to voluntarily conform to a community's rules in an almost unthinking way.  And in this context, as Ridley (1996: 132) notes, "Moral sentiments ... are problem-solving devices [that evolve] ... to make highly social creatures effective at using social relations [by] ... settling the conflict between short-term expediency and long-term prudence in favor of the latter."  People conform to all sorts of faddish and ritualistic behaviors, of course, and even though they may appear to have nothing to do with evolving moral sentiments, they actually may have similar functions: facilitating cooperation.  After all, while individuals want to identify and exclude non-cooperative players, they also have strong incentives to identify themselves as cooperative (Ridley 1996: 139).  Outward conformity to a group's fads and rituals can serve as a signal of willingness to cooperate in order to be in a position to reap the rewards from participation in joint production and other forms of interaction within the evolving group.  As Ridley (1996: 188) explains, "We are designed not to sacrifice ourselves for the group but to exploit the group for ourselves." 

Incomplete knowledge, scarcity, and transactions costs mean that someone alleged to have violated a trust or solidarity rule may not be guilty, so "disputes" over guilt or innocence arise. Indeed, confrontations can arise under two different conditions in an expanding or increasingly dynamic group.  In addition to disputes regarding allegations of violations of a norms, disputes can arises when property rights that are not clearly defined become valuable and conflicting claims to those rights are asserted.  Some (and in a close-knit community, most) disputes can be solved by direct bargaining, but transactions costs can prevent successful bargaining is some cases.  Therefore, third-party dispute-resolution institutions are desirable in order to reduce the chances of violent confrontation (a dispute resolution process that can create considerable costs for other members of a community), and to increase the changes that the community can survive so its members can prosper from the mutually beneficial interactions it supports.  Public courts are one source of such dispute resolution, but there are many other options as well.  Contracting parties can specific some sort of alternative dispute resolution (ADR) for instance, be it mediation, arbitration, or some combination of the two. Individuals may also choose ADR after a dispute arises, even if they have not specified the option in a formal contract, possibly because they want to maintain a good relationship or because social pressures are brought to bare by other members of the community.

II.2.c.  Third party dispute resolution.  Voluntary acceptance of ADR means that the selected third party must be acceptable to both disputants, so "fairness" is embodied in the dispute-resolution process. There are a wide variety of potential sources of ADR.  Specialists can be selected from organizations like the International Chamber of Commerce, the American Arbitration Association, or any number of other private dispute resolution providers, including private ADR firms and for-profit "courts."
  Mechanisms for ADR (e.g., arbitrator and mediator) selection actually vary widely, but they all are designed to guarantee the selection of an unbiased third party who will apply the norms that the parties share within their relevant community.
   

In general, the choice of an ADR provider is made without requiring explicit agreement by the two parties while still allowing for prescreening, and possible more than one level of screening (Benson 1999b, 2000a, 2000b). For example, one common selection method involves a pre-approved list of professional mediators or arbitrators determined by contracting parties (or their community organization, as suggested below), so if a dispute arises, a person is chosen from the list by some preset mechanism (e.g., random selection, rotating selection, selection by a third party such as a governing board of a trade association).  Empirical evidence indicates that selection of arbitrators for a pre-approved list is based on the reputation of the arbitrators for impartiality and expertise in contractual matters that might arise (Ashenfelter 1987; Bloom and Cavanagh 1986).  Another common arbitrator selection system gives the parties to a dispute the resumes of an odd numbered list of arbitrators from a larger pre-selected group (e.g., pre-selected by a community such as a trade association, as noted below, or provided by an organization like the ICC or the AAA), with each party having the power to successively veto names until one remains.  Thus, a second level of screening is added at the time of the dispute, contributing "to the legitimacy of the arbitrator and his award in the eyes of the parties" (Bloom and Cavanagh 1986: 409).  Since the parties are given the arbitrator's resumes, they have information about experience, training, the nature of awards given in the past, and so on.  A similar practice provides the parties with a list and resumes of an odd number of potential arbitrators from a pre-approved list, with each disputant having the power to veto one less than half and rank the others, and the arbitrator who is not vetoed by either party and has the highest combined rank is chosen.  Both sides of the dispute may also provide a list of a fixed number of mediators or arbitrators with each being able veto any or all of the names on the other party's list; if all names are vetoed each provides another list and the process is repeated (clearly, this procedure requires that both parties want to arbitrate, so they do not continue to provide unacceptable names).  All such systems are intended to guarantee the appointment of an third party without requiring explicit agreement by the two parties while still allowing for prescreening, and possible more than one level of screening, of the potential mediators or arbitrators.  

Biased rulings are not likely in such a competitive environment where potential arbitrators are chosen before hand by the trading community (e.g., as in the diamond traders associations) or where both parties have the power to reject judges proposed by the other party.  Furthermore, successful arbitrators will be those who consistently apply the norms that members of the relevant community expect to be applied.  Indeed, by choosing an arbitrator/mediator attempting to build a reputation of trustworthiness strong incentives are created for those aspiring to be chosen as third-parties in dispute resolution to avoid the appearance of bias.  The chosen arbitrator/mediator must convince individuals in the group that a judgement should be accepted, after all, since he has no coercive power to enforce it.  More importantly, an appearance of bias will damage the individual's reputation. The ruling can therefore be backed by an implicit threat of ostracism, although in general, dispute resolutions are likely to be accepted because individuals recognize the benefits of behaving in accordance with community members' expectations, not because they fear ostracism (Pospisil 1971, Benson 1989, 1991a).  

II.2.d. Recourse through contractual associations.  Both commitments and threats can be made more credible, and some uncertainty can be eliminated, if individuals with mutual interests in long-term interactions form "contractual" groups or organizations rather than waiting for trust or reputation institutions to evolve more slowly into informal communities.  Potential contractual arrangements are numerous, including the implicit contracts of family bonds and ethnic or religious networks, clubs and other social organizations, and in the commercial area, arrangements such as indirect equity ties through pyramidal ownership structures, direct equity ties, interlocking directorates, and trade associations.  As Khanna and Rivkin (2000) explain, for instance, business groups are actually "ubiquitous in emerging economies" (as evidence, they cite a large number of studies about groups such as grupos in Latin America, business houses in India, and chaebol in Korea).  Many of these associations may form for reasons other than the development and enforcement of norms, of course, but once they develop, the cost of adding such functions is relatively low.  In addition to creating strong bonds that facilitate interaction, an affiliation with such a group can be information generating in that it can imply a credible signal of reputable behavior.

A contractual organization can provide a formal mechanism to overcome frictions in communication, insuring that information about any individual's non-cooperative behavior will be transmitted to others in the contractual community.  Then group membership can include a contractual obligation to boycott anyone who fails to follow the group's contractually accepted rules: specifically, any non-cooperative party will be automatically expelled from the organization.  Such automatic ostracism penalties make the reputation threat much more credible (Williamson 1991: 168). 

These groups can also lower transactions costs by establishing their own unbiased dispute resolution arrangements.  After all, allegations of non-cooperative behavior are not necessarily true, so they may have to be verified. Within some organizations a single mediator or arbitrator or panel of mediators or arbitrators is chosen for a set period to arbitrate all disputes between members.  Thus, prescreening by the formal group occurs as ADR providers are chosen from a competitive pool by the association through its membership approved selection process.  For instance, in the diamond industry, arbitrators are elected from the organization's membership (Bernstein 1992: 124-125).  In many religious organizations, the religious leadership (e.g., priests, elders) provides this function.  Those selected are likely to have considerable standing (reputation) within the community, and they have strong incentives to maintain their own reputation for fairness, so they are not likely to be biased or corruptible.  These services do not have to be produced internally, however, as the group may contract with external mediation and/or arbitration specialists.

When a dispute involves new and unanticipated issues, an ADR supplier may be required to determine what rule should be applied to the situation.  In this context, for instance, Lew (1978: 589) explains that "Owing no allegiance to any sovereign State, international commercial arbitration has a special responsibility to develop and apply the law of international trade." The "law" that dominates international trade has, for the most part, evolved through contracting and the use of arbitration, as explained below. 

II.2.e.  Customary Law. In modern societies the most visible types of rules are the "laws" designed and imposed by those with authority in nation-states, but as noted above, there are other rules (e.g.., habits, conventions,  norms, customs, traditions, or standard practices) that are actually much more important determinants of behavior in many aspects of human activity. A key distinguishing characteristic of such rules is that they are initiated by an individual's decision to behave in particular ways under particular circumstances.  As Hayek (1973: 97-97) emphasizes, adopting a behavioral pattern creates expectations for others who observe it and this create an obligation to live up to those expectations. Furthermore, as Mises (1957: 192) explains, when individuals who interact with one another observe each others' behavioral patterns they often emulate those that appear desirable so such behavior and accompanying obligations spread.  In other words, these rules evolve spontaneously from the bottom up rather than being intentionally designed by a legislator, and they are voluntarily accepted rather than being imposed. No central "authority" with coercive powers is necessary to produce the resulting cooperative social order, as obligations are largely self-enforcing: it pays for each party to behave as expected in order to be able to expand wealth over the long run through mutually beneficial interaction. 

Pospisil (1971, 1978) distinguishes between "legal" arrangements that evolve from the top down through command and coercion, which he calls "authoritarian law," and systems of trust and solidarity rules that evolve from the bottom up through voluntary interaction, which he refers to as "customary law" (also see Fuller (1964, 1981)).
  Such a norm-based cooperative arrangement often can be characterized as a "legal system" following Hart's (1961) definition of law, since, as implicitly suggested above, it has primary rules of obligation (e.g., recognized norms), and it can be backed by secondary rules or institutions of recognition (e.g., reciprocities, mechanisms to spread information about reputations, ostracism, mutual insurance, cooperative policing),
 adjudication (e.g., negotiation, arbitration, mediation), and change [e.g., innovations in behavior followed by observation, emulation and conformity, contracting, dispute resolution]. 

For an obligation to achieve the status of a "customary law" it must be recognized and accepted by the individuals in the affected group.  In other words, a strong consensus rule applies, and as a result, customary law tends to be quite conservative in the sense that it guards against mistakes.   Nonetheless, flexibility and change often characterize customary law systems (Popisil 1971, Benson 1989, 1998b). For instance, if conditions change and a set of individuals decide that, for their purposes, behavior that was attractive in the past has ceased to be useful, they can voluntarily devise a new contract stipulating a new behavioral rule.  Thus, an existing norm (custom) can be quickly replaced by a new rule of obligation toward certain other individuals without prior consent of, or simultaneous recognition by, everyone in the group.  Individuals entering into contracts with these parties learn about the contractual innovation, however, and/or others outside the contract observe its results, so if it provides a more desirable behavior rule than older custom, it can be rapidly emulated.  Contracting may actually be the most important source of new rules in a dynamic system of customary law (Fuller 1981: 157).
  For instance, many innovations in commercial law have been initiated in contracts and dispersed quickly through the relevant business community (Benson 1989, 1998b).

Alternatively, as conditions change, the inadequacy of existing customary rules can be revealed when a dispute arises.  Negotiation is probably the primary means of dispute resolution for members of a customary law community, reinforcing the contention that contracting is a primary mechanisms for initiating rapid change in customary law.  If direct negotiation fails, however, the parties to a dispute often turn to an arbitrator or a mediator.  Since a dispute can suggest that existing rules are unclear or insufficient, new customary rules can be and often are initiated through third-party dispute resolution (Fuller 1981: 110-111, Lew 1978: 584-589, Benson 1989, 1998b). Unlike public court precedent, such a decision only applies to the parties in the dispute, but if it effectively facilitates desirable interactions the implied behavior can spread rapidly through the community, becoming a new rule.

No community evolves in complete isolation.  Anthropological and historical evidence suggests that intra-group conflict has been an almost ubiquitous characteristic of human history, of course.  Since a key function of customary-law communities is to establish and secure private property rights, and such rights are insecure if outsiders are able to "invade" and take the property, one joint product of a cooperative group is likely to be mutual defense.  In fact, an external enemy can strengthen group cohesion (Wesson 1978: 184, Ridley 1996: 174), leading some to actually suggest that norms are important because they enable groups to be sufficiently united to deter their enemies, not because they allow people to create order (coordination) within their groups (Alexander 1987).  Clearly, norms that support the production of mutual defense evolve, and an important part of an individual's belief system will be a "communitarian" one (e.g., tribalism and "a concept of them and us" where individuals are expected to aid in the defense of the "community").  In fact, however, these communitarian norms simply evolve along with intra-group norms of cooperation as part of the overall objective of creating an environment conducive to the pursuit of subjective well-being. 

II.2.f.  Polycentric governance.   Inter-group competition does not have to involve violence.  Voluntary associations imply both the ability to voluntarily join a group, given acceptance by existing members, and to voluntarily withdraw, for instance, so inter-group movements are a distinct possibility [e.g., see Pospisil (1971), Umbeck (1981a), and Benson (1991a)].  Indeed, individuals have incentives to "migrate" to the group which best facilitates pursuit of their objectives.  Furthermore, individuals in groups that gain cooperative members enjoy more opportunities for mutually beneficial interaction so they have incentives to compete to attract or hold membership (the basis of customary law groups may be geographic proximity, but it also may be kinship, functional proximity as in a trade association or the "business community", religion, or any of a number of factors that create repeated dealings and/or reputation effects).  As a result, members of customary legal systems have incentives to imitate desirable institutions and rules developed elsewhere.  Competition and emulation lead to standardization of many rules and institutions across similarly functioning groups, although differences may remain, reflecting preferences of various groups' members.  A group does not necessarily have to expand to expand opportunities for beneficial interaction.  Indeed, if individuals want to interact, but only on some dimensions, or if they want to maintain different sets of rules for different dimensions of interaction, then parallel "localized" mutual support groups may  be maintained while a "second order of clustering" (Vanberg and Buchanan 1990: 189) is established, facilitating a relatively limited scope for interaction.  

A group whose members insist on strictly imposing their own morality and penalties on outsiders would probably be unable to initiate beneficial inter-group interaction.  Thus, if people wish to simultaneously facilitate inter-group interaction and impose laws that differ substantially from the norm in other groups, they have strong incentives to inform outsiders of the differences in order to avoid conflict and minimize the difficulty of maintaining non-standard laws.  Part of the reciprocal agreements with other groups may be the explicit recognition of differences in laws and procedures for treating conflicts.  This in turn implies that as inter-group interactions expand, a hierarchical jurisdictional arrangement may become necessary.  For example, each localized group may have jurisdiction over rules for and disputes between its members.  Rules for inter-group interactions can differ from both groups' internal rules, although they certainly do not have to, and disputes between members of a confederation of different groups are settled by some "higher" confederation level adjudication process [e.g., see Pospisil (1971) and Benson (1994a)].  Note that these are not "higher courts" where disputes can be appealed from within-group dispute resolution mechanisms (e.g., they are not a supreme authority).  Rather, this is a jurisdictional hierarchy defining the role of each adjudication process and allowing for increasingly more distant interactions [as in Pospisil (1971) and Benson (1994a)].  This allows for differences between the law applied within groups and between groups (Pospisil 1971); a monopoly in law is not required.


A judgement involving an inter-group dispute will have to be considered to be a fair one by members of both groups, of course. Thus, an equal number of individuals from each group might serve as an arbitration board [e.g., see Benson (1994a)], or a mutually acceptable third party (i.e., an arbitrator or mediator with a reputation for good judgement) might be chosen [e.g., see Pospisil (1971) and Benson (1989)].  This provides another reason for the tendency toward standardization of rules across parallel groups with similar functions, at least for those functions carried out in the process of inter-group interactions.


Some individual members of each group must recognize the potential benefits of inter-group interaction and be willing to bear the cost of initiating institutional innovations.  Furthermore, the resulting innovations must involve more than just dispute resolution, because such interaction faces an assurance problem.  Each individual must feel confident that someone from the other group will not be able to renege on a promise and then escape to the protection of that other group.  After all, at least initially, repeated game and reputation affects are localized within each group, and there is limited potential for a boycott sanction.  Thus, for second order clustering to develop, some sort of inter-group insurance or bonding arrangement becomes desirable, along with an apparatus for inter-group dispute resolution.  For instance, as inter-group interaction develops the mutual support group can become a surety group as well (Friedman 1979, Solvason 1992, 1993).  Membership in a group then serves as a signal of reputable behavior, and if a member of a group cannot or will not pay off a debt to someone from the other group, the debtor's group will.  The individual then owes his own group members so the boycott threat comes into play once again.


Limits to the extent of an inter-group network of cooperation are determined by the relative costs and benefits of information about other groups and their legal systems.  The costs of establishing inter-group legal arrangement depend in part on how "distant" the groups are from one another, where distance can be in terms of geographic space, or in terms of the behavioral norms that are relevant to the groups.  Thus, extensive interaction between starkly different groups may not arise.  However, these limits are stretched as individuals become members of several groups.  After all, as Mises (1957: 257) explains, "Man is not the member of one group only and does not appear on the scene of human affairs solely in the role of a member of one definite group....  The conflict of groups is not a conflict between neatly integrated herds of men.  It is a conflict between various concerns in the minds of individuals."  Thus, the relatively limited jurisdictions of some customary communities are not as constraining as they might appear to be. A person may simultaneously belong to many groups that have well established customs (and be subjects to the commands of several rule-making authorities, e.g., as in a formal federalist system of government), so being in one community does not preclude dealing with people in all other communities.  A person may belong to a trade association, a homeowners association, a religious group, a fraternal organization, and so on, for instance, each with its own rules and governance institutions.  The membership of all of these communities can differ, although considerable overlap may also occur, so individuals may deal with other individuals on some dimensions but not on all dimensions.  Indeed, in any complex society, there are many distinguishable systems of rules and institutions, and yet people from many of these different systems interact regularly without having to call upon any legal authority.  Thus, inter-group cooperation appears to be the norm rather than the exception, and it appears to be quite widespread.  And with good reason: as Gluckman (1955: 20) suggests, "multiple membership of diverse groups and in diverse relationships is ... the basis of internal cohesion in any society."  An all inclusive legal system would eliminate the benefits of competition and emulation and undermine the incentives for innovation, as Berman (1983: 10) explains:


It is this plurality of jurisdictions and legal systems that makes the supremacy of law both necessary and possible....  The very complexity of a common legal order containing diverse legal systems contributes to legal sophistication.  Which court has jurisdiction?  Which law is applicable?  How are legal differences to be reconciled? .... The pluralism of ... law, ... has been, or once was, a source of development, or growth -- legal growth as well as political and economic growth.  It also has been, or once was, a source of freedom.


The competitive/cooperative relationship between consensual customary legal systems is driven by the desire to facilitate voluntary mutually-beneficial interactions rather than a desire for legal sovereignty.  Thus, many different customary systems can co-exist and interact.  An understanding of customary law requires that individuals and their organizations be the points of reference rather than "society" as a whole: "there may then be found utterly and radically different bodies of "law" prevailing among these small units, and generalization concerning what happens in `the' family or in `this type of association' made on the society's level will have its dangers.  The total picture of law-stuff in any society includes along with the Great Law-stuff of the Whole, the sublaw-stuff or bylaw-stuff of the lesser working units" (Llewellyn and Hoebel 1961: 28).

Customary law can be geographically extensive and functionally decentralized (i.e., specialized), in contrast to the law of geographically defined states which tends to be functionally centralized and geographically constrained.  Thus, customary law can have different sized jurisdictions for different functions. In some areas of law, economies may be considerably more limited than any state, for instance, so existing political entities are too large geographically [e.g., this applies for many aspects of criminal law (Benson 1998d)] or functionally [e.g., many aspects of domestic commerce may be most effectively governed by diverse trade associations rather than by the state (Benson 1995, Bernstein 1992)].  In other areas of law, such as international commerce, some of these economies appear to be greater in geographic scope than any existing nation can encompass, although many also are narrow in functional scope, as international trade associations may be the most efficient source of rules and governance for many groups of traders. 

II.2.g.  An analogy for cyber law: the polycentric customary law of international trade.  The vast majority of contract disputes in international trade are resolved through negotiation, perhaps with the help of mediators, but in the event that a voluntary solution cannot be achieved, virtually all international trade contracts have clauses that refer any dispute to arbitration (Lew 1978: 589; Berman and Dasser 1990: 33; Casella 1992: 1).
  International arbitration is attractive relative to national courts for a number of procedural reasons,
 but arbitration is also attractive because it provides a means of supporting the contracting party's choice of legal jurisdiction.  Böckstiegal (1984: 23) points out that:

When, in relation to arbitration, judges, arbitrators or authors speak of the 'applicable law' they do not always mean the same thing.  The term is sometimes used rather indifferently with regard to three separate questions: What is the applicable procedural law?  What are the applicable conflict of law rules? What is the applicable substantive law?   All three of these questions have their definitive relevance in any kind of international commercial arbitration."

A large number of international trade associations have their own conflict resolution procedures, using arbitrators with special expertise in trade matters of concern to association members, including the community's "practices and usage" (i.e., customary rules) [over three decades ago, for example, Lazarus, et al. (1965) discussed more than 120 such tribunals], but other sources of arbitration are also available.  The International Chamber of Commerce's (ICC) arbitration institution provides a substantial list of arbitrators with expertise in international commerce, for instance, as do nation-specific organizations around the world [e.g., the American Arbitration Association (AAA), the Hungarian Chamber of Commerce] which are eager to provide arbitrators for international trade disputes.  Ad hoc arbitration is also widely used (Böckstiegal 1984: 21), and in this regard, there is a rapidly growing market in private dispute resolution services provided by for-profit firms, at least in the United States (Ray 1992; Phalon 1992; Benson 1998d: 113-116).  Procedural rules vary across these institutions, some of which offer different procedures depending upon the wishes of the disputing parties, but more importantly, a contract can also specify the substantive law and conflict-of-law rules under which any dispute should be resolved. A contract might designate the contract law of the seat of arbitration or of some other national legal system be applied, for instance. The "usual way" of determining the relevant substantive law for international commercial arbitration, however, is to decide cases "exclusively on the interpretation of contracts and the relevance of trade usages so that very little depends on the question of the applicable [national] law" (Böckstiegal 1984: 27, 23). Lew's (1978: 581) detailed analysis of available records [also see Trakman (1983) and Draetta et al. (1992)] reveals that in principle, "The answer to every dispute is to be found prima facie in the contract itself.  What did the parties intend, what did they agree and what did they expect?"  When an arbitrator cannot discover the parties' intent in the contract, however, the focus turns to consideration of what the parties expected or should have expected, and in this regard, international arbitrators generally intentionally "denationalize" their awards, making them acceptable by showing their consistency with accepted traditional "practices and usage" (customary law) of the relevant business community (Lew 1978: 582-585).  Contracts might explicitly state that the practices and usages of a particular commercial community (e.g., a trade association, an informal group of traders who deal in the same products) should be applied, or this may simply be understood.  Business custom provides the default rule, at any rate, as arbitrators apply the customary rules which are commonly recognized within the "private international law systems from which the parties come" (Lew 1978: 585), unless a particular nation's substantive law has been specified in the contract.
 

In this regard, there are in fact many different commercial communities, and their customary laws can be quite different. The wide variety of activities and relationships that exist in a modern world mean that many rules that are effective for one type of transaction or one group may not be effective for another.  Consider the diamond traders discussed by Bernstein (1992) and the oil traders discussed by Trakman (1983), for instance.  The products being traded within these commercial communities are very different, suggesting that very different contractual issues are likely to be relevant, but the trading communities are also very different.  Diamond merchants share common ethnic and religious backgrounds, creating an environment of mutual understanding (e.g., of common trade practices and usage) and trust, for example, thus reducing the need for highly technical and specific contracts. On the other hand, oil traders display much greater ethnic and religious diversity as well as differences in motivations (a number of oil producing states have nationalized production, for instance, so political considerations can have major impacts of decision-making), possibly reducing the level of common understanding and undermining trust relationships, thus dictating much more specific and complex contracts.  These two commercial groups are likely to share many of the same rules but they are also likely to be some important differences in traditions and practices.  Indeed, imposition of the diamond merchants contractual rules and governance institutions on the oil traders would probably lead to much higher transactions costs for these traders, including more contract disputes, while imposition of the oil traders rules on the diamond merchants would add unnecessary complexity and costs to their contracting process. Thus, as Cooter (1994: 216) explains, decentralized lawmaking is actually desirable in the increasingly complex international economy.  The benefits of specialization that are anticipated in economic activity also can arise in the legal arena, making polycentric law more effective than monocentric (monopolized) law.

While various commentators have suggested analogies for the analysis of law in cyberspace, including the frontier west, as noted above, and feudalism, the contention here is that the best analogy is international commerce [also see Johnson and Post (1996: 1389-1390), and Benson (2000c)].  Since international commerce operates under a polycentric system of customary law, the hypothesis is that similar arrangements can provide effective governance in cyberspace.
  To see if this hypothesis might be supportable, let us consider evidence of the evolving property rights, contracting arrangements (sources of trust and recourse), and customary law in cyberspace.

III. Spontaneously Evolving Institutions in Cyberspace

The purpose of this section is to illustrate that the economic theory of spontaneously evolving institutions of property, contract, and customary law that was detailed in the preceding section can predict and explain developments in cyberspace.  This will be done by applying the analysis in each of the subsections and sub-subsections of Section II in corresponding subsections and sub-subsections in Section III to explain recent and/or currently-arising developments in cyberspace.  Cyberspace is a very dynamic environment, however, so any attempt to describe its institutions is going to be incomplete and inaccurate.  Many of the innovations in the technology of property rights delineation and in institutional development discussed below may not even be relevant by the time this paper is published.  The innovations may prove to be ineffective, for instance, or new even more effective developments may displace them.
  Thus, the specific examples discussed below should be considered as simply an incomplete sampling of the kinds of things the entrepreneurial participants in the dynamic and evolving socioeconomic and institutional landscape of cyberspace are trying or considering as they search for ways to internalize externalities and facilitate cooperative interaction.
  

III.1. Evolving Property Rights in Cyberspace

The internet originated in the 1960s with ARPANet, a decentralized computer-based communications network set up by the United States Department of Defense and the National Science Foundation.  It has developed into a global technological system of networked computer networks with an estimated 900 million users.
  In addition, the types of communication that flow over the internet have exploded as new applications have been developed (e.g., Telnet, FTP, Gopher, LISTSERV, Usenet, EDI, E-mail, and so on).  One of the most influential developments, the World Wide Web, is only 15 years old (it was created in 1990 by Tim Bernesers-Lee at CERN).  Thus, many uses of the internet are relatively recent, and are clearly evolving. For instance, Lucking-Riley and Spulber (2001: 55) report various estimates and projections of the magnitude of business-to-business (B2B) e-commerce.  A 1999 estimate by the Gartner group put the level of B2B e-transactions at $90 billion, while a 2000 estimate by Jupiter Communications concluded that these transactions amounted to $336 billion (out of a total of $11.5 trillion).  The accuracy of such estimates are suspect, of course, because e-commerce is a global phenomenon and much of it probably is not reported to any government authority.  Nonetheless, they do reveal that B2B e-commerce is substantial, and probably growing.  Business-to-consumer (B2C) trading is much more visible, and this component of e-commerce has attracted much more attention from governments and the media (and probably from academia).  Yet, the Gartner Group estimate of B2C e-transactions was $16.7 billion in 1999, including both retail sales and brokerage fees for on-line financial transactions, compared to the $90 billion in B2B transactions (Lucking-Riley and Spulber 2001: 55-56).  Growth is also evident in B2C e-trading, of course, as Bakos (2001: 69) reports that such trade reached $45 billion for 2000, for instance, and Tedeschi (2004a) cites a Shop.org report that estimated 2003 retail sales for U.S. retailers (not including sales of travel services) on line to be $72 billion (5.4 percent of total U.S. retail receipts for the year).  Nonetheless, B2B e-commerce is likely to continue to be larger and less apparent than B2C e-commerce for institutional reasons suggested below.  Before turning to such developments, and more importantly, their institutional underpinnings, however, cyberspace itself must be briefly described.  After all, as Crews (2003: 1) notes, "the Internet wasn't originally designed to be a mass commercial and consumer medium that it is today.  If one were to design a commercial network today from the bottom up, it would probably" look very different.  The technological configuration of the internet has raised the cost of some forms of institutional development, but it does not preclude all such innovations.

The internet is not simply a technological system.  It also is an implicit agreement, or perhaps more accurately, "a loosely-organized international collaboration of autonomous, interconnected networks" (Internet Engineering Taskforce, RFC 2026) that allows bits to flow among computers using a particular language or "protocol."  In may be useful consider the result in terms of layers (Crawford 2005).  At the bottom there is a physical infrastructure (e.g., cable, satellites, routers, DSL, WiFi).  Above that there is a logical “protocol” layer (TCP/IP, HTTP).  The next layer up consists of applications (e.g., browsers, e-mail, VoIP), and at the top there is a content layer (text, music, speech, images).  The bottom two layers separate mechanical transportation of bits from the protocol.  The protocol divides the bits into packages that can be reassembled after transport. Internet hosts (computers that store data that is included in the internet) have domain names that are translated into IP addresses.  The TCP/IP protocol allows very heterogeneous infrastructure networks to transport data from one IP address to another.  Routers are computers that link the component networks. They contain routing tables, and they mechanically look up parts of the address in a data package in order to send the package on to another router that is closer to the final destination.  Thus, the technical part of data transmission is very mechanical.  

The "free access" characteristic of the internet applies to the two lower levels.  For instance, the logical layer is allowed to run across all (or at least enough of) of the infrastructure layer to reach any IP address in the network of networks.  That is, the installers of cables and wireless connections and routers are expected to mechanically and indiscriminately allow TCP/IP to work.  Furthermore, the logical layer presumably does not discriminate between applications, so anyone can send any kind of information over the internet. The early tradition of free access to the internet also presumed that, like the infrastructure and the logical layers, the applications layer would not discriminate against particular kinds of content. Thus, free access also presumably extended to that layer in that anyone could send anything to everyone else. Importantly, however, the top two layers are not actually global at all.  They are developed and installed by individuals and organizations such as firms and governments, in order to use the lower layers.  If developers of an application choose not to freely allow any and all content to be deposited into an address or addresses in their part of the network of networks, the internet can still function as a global communications system.  Everyone is still free to send whatever content they want to send, but some individuals or organizations might refuse to accept delivery of some kinds of content. Therefore, even though the internet does require free access to the bottom two layers to function as a global communications system, given its current technological configuration, it does not require free access into all IP addresses by all types of applications of all types of content.   

III.1.a. Externalities in cyberspace and the evolution of property rights.  Recall that externalities arise when two or more parties want to use the same scarce resource for conflicting purposes.  Externalities are an inevitable result of common access to the internet, a system comprised of scarce resources.  Indeed, s more and more uses of this resources are discovered, and more and more people enter the commons, it is not at all surprising to find increasingly costly externality problems arising.  People want to use this resource to lower their costs of buying and/or selling goods and services, to transmit and store data, to communicate with friends and colleagues, and for entertainment, but some people also get pleasure from causing harm to others.  The net is sufficiently large to support tremendous numbers of activities, but crowding (i.e., conflicting uses) is becoming an increasingly significant problem.  

An obvious example is spam.  The "bulk-mailing" of large numbers of e-mails advertising viagra and other prescription drugs, pornography sites, and the huge array of other goods and services, crowd the internet, slowing traffic, and more importantly at this point, they crowd e-mail inboxes, raising the cost to recipients who do not want to deal with such "junk mail." As Stross (2005: 1) puts it, recipients of e-mail bear the costs: “It is nominally free, of course but it arrives in polluted form.  Cleaning out the stuff once it reaches our in-box, or our Internet service provider’s, is irritating beyond words…  This muck … is a bane of modern life.”  A December 2004 survey suggested that internet users were spending an average of 10 working days per year dealing with spam, and at least some industry analysts estimate that the 2005 cost of spam to business due to lost productivity and additional network maintenance costs will be around $50 billion for the year (Zeller 2005:3).  This is not surprising since spam accounts for an estimated 80 percent of all e-mail traffic (Zeller 2005: 2).  Spammers go beyond just filling in-boxes, and slowing internet traffic, however.  They also "commandeer personal computers as zombie spam transmitters," by using a virus to install programs on other people's computers so they will unknowingly act as free relays while simultaneously making it more difficult for others to break through the "cloak of anonymity" to find out the true source of the spam (Zeller 2005: 5).  Some estimates suggest that 50 percent or more of the spam flowing through the internet is handled by "hijacked machines" (Zeller 2005: 5). As a consequence (Zeller 2005: 4), "The overlapping and truly global netowrks of spam-friendly merchants, e-mail list resellers, virus-writers and bulk e-mailing services have made identifying targets for prosecution a daunting process.  Merchants whose links actually appear in junk e-mail are often dozens of steps and numerous deals removed from the spammers, Mr. Jennings [Richi Jennings, an internet security analyst for Ferris Research] said, and providing culpability 'is just insanely difficult.'"

Most spam involves efforts to convince consumers to purchase various products or services.  While spammers probably consider such bulk mailings to be legitimate business practice, as an effective and low cost form of advertising which clearly results in enough sales to cover their costs, they obviously do not consider the external costs they generate for other web users, and especially for recipients who do not want to receive the spam.  After all, despite laws passed by various governments that make some of these activities illegal, they are not likely to be held liable for these costs,
 which, as suggested above, are becoming very high. Not all spam consists of annoying advertising, however.  Phishing was a hacker-coined term which originally referred to the act of stealing AOL accounts, but phishers are expanding their targets.  June of 2004 saw 492 different mass e-mailings attempting to convince customers of Citibank that they should provide confidential financial information to them (e.g., account numbers), along with 285 mass mailings to eBay users (Gallagher 2004).  Since then, similar mailings have falsely represented themselves as coming from many other financial institutions.  Spam of this kind does more than simply crowd e-mail inboxes.  It is an intentional effort to harm (impose costs on) others. Viruses and worms are similar in this regard.  

A 2002 survey conducted by the FBI and the Computer Security Institute reports that virus attacks caused losses of $49.97 million over a twelve month period during 2001 and 2002, and other surveys put the cost much higher, ranging up to $12 billion (Krim 2002: 3).  Estimates suggest that the "love bug" virus of 2000 cost the global economy $2.62 billion alone (Powell 2005: 1), after all, and the Coordination Center of the Software Engineering Institute reports that attacks on business and government computers doubled in 2001 over the 2000 level, with an addition 26,829 attacks during the first quarter of 2002 (another doubling over the previous year) (Krim 2002: 3). .  Under reporting of such attacks is likely since many businesses and government agencies do not want to reveal their vulnerability.   2003 has been called "the year of the worm" by some computer experts (Thompson 2004: 2).
  The year started with the Slammer worm infecting almost 75,000 servers in just ten minutes in January.  Among the most spectacular of the infestations that followed was the Blaster worm which infected hundreds of thousands of computers, and Sobig.F, which, at one point, resulted in one out of every 17 e-mail messages being transmitted carrying a copy of Sobig.F.  One estimate put the global cost to business of 2003's computer viruses at $55 billion (Crews 2004: 2).  Mydoom.A followed in January of 2004, however, and spread even faster than Sobig.F (at its peak, one in five e-mail messages contained a copy of Mydoom.A).   The worldwide cost of these worms, for cleanup and lost productivity, clearly is many billions of dollars.  The people who intentionally create such attacks obviously do not consider the tremendous costs they are imposing on others, or perhaps more accurately, they do not consider these consequences to be costs at all, since they apparently get personal pleasure from their actions.  In fact, such attacks often have a specific target that the programmer apparently has a personal grudge against, but they impose tremendous costs of millions of innocent bystanders in the process.  The Blaster worm was developed to attack Microsoft, for instance (it exploited flaws in Windows and attempted to bombard a Microsoft web site with data), while Mydoom.A reprogrammed computers to attack the Web site of another software firm, SCO.  

Like viruses, Adware and Spyware are programs that are actually installed on a person’s computer by someone else, but their purpose is not to disrupt or destroy.  Those who deploy these programs want users to continue their internet activities, as they are secretly monitored.  These programs create very real external costs, however.  For one thing, they tend to overburden PC’s, making them operate slower as they respond to the processes prompted by hidden programs. In addition, Adware monitors online activity in order to display pop-up ads to users who show interest in particular kinds of services or products.  Large numbers of popup ads create considerable cost themselves, as they typically must be deleted before the user can continue whatever he or she is doing.  The extent of the spread of Adware is difficult to determine, because users generally do not know that it has been installed.  In all likelihood, however, such programs are becoming ubiquitous.  For instance, one Adware vendor, Claria, reportedly had 29 million users running its Adware products on their computers in 2004 (O’Brien and Hansell 2004: 1), up from 1.5 million in 2000.  The company’s 2003 revenues from firms using popup ads were 90.5 million, which produced a profit of $35 million.  

Spyware is even more “parasitic.”  These programs are installed on computer hard drives by piggybacking on software programs that people intentionally download, or by being sent through security gaps in Web browsers when users visit certain Web sites.  Spyware automatically records and discloses everything the person does on line.  It can be used to learn passwords, as well as information facilitating identity theft, such as account and credit card numbers, social security numbers, and other information a user keys into his or her computer.  Indeed, identity theft has become an issue of considerable concern, whether the thefts are accomplished through low tech activities like phishing, or high tech activities such as distributing spyware and intentionally hacking into targeted databases containing information such as credit card and social security numbers. The Federal Trade Commission reports that an estimated 27.3 million Americans suffered the theft of their identities over the 5-year period from April 1998 to April 2003, and that over a third of these thefts occurred during the final 12 months of the period (O'Brien 2004: 2).  A substantial portion of these identity thefts was perpetrated over the internet, and the costs of these thefts was tremendous.  The final 12 month period referred to above saw an estimated $48 billion in losses for financial institutions and businesses as a result of these identity thefts, for instance, on top of the uncountable costs to the direct victims of the thefts (an estimated $5 billion in out-of-pocket expenses were born by victims in order to reestablish their financial identities, but the psychological and time costs were probably much higher).  Clearly, the internet has made property rights to many non-cyber assets (e.g., assets other than IP addresses and computers) relatively insecure as well, because those assets (e.g., individual credit and payment arrangements) are used in on-line transactions. 

III.1.b. Factors influencing the evolution of property rights in cyberspace.  The economic model of property rights suggests that as a consequence of the rising external costs that we are witnessing in cyberspace, we should be seeing increasing investments in the creation and security of private property rights, and this is clearly occurring. One way of establishing property rights is through laws that threaten punishment for trespassers, thieves and others who violate claims.  This deterrence approach requires that the threats of punishment be credible, however, and it is clear that while such threats are being made by some governments (e.g., the U.S. Can Spam Act
), the abilities of violators to locate outside those governments' jurisdictions and to cloak their identities make this an ineffective method for creating anything close to secure rights (this issue is discussed at greater length in the concluding section).  The alternative is to protect individual pieces of property through watching, walling, and wariness (Sherman 1983). Much as the invention of barbed wire lowered the cost of defining property boundaries and excluding other people's cattle from land in the American West (Anderson and Hill 1975), new technological developments are lowering the cost of sorting (watching) and excluding (walling) unwanted data from IP addresses and personal computers, and for requiring authentication from senders (wariness).  Other factors are also important, such as innovations in the methods of establishing reputations in cyber commerce, as well as in contractual arrangements and other organizational methods of institutionalizing incentives, including developments in dispute resolution techniques.  This sub-subsection will focus on technological innovations which are facilitating the ability of individuals to exclude others from using their addresses and computers, while most of the institutional changes will be considered below (institutional and technological innovations cannot be completed separated, however, as some of technological innovations are being developed and implemented through evolving contractual associations).


 Access to a person's computer and/or IP address can be limited if the benefits of doing so in the minds of the computer owner exceed the benefits.  Indeed, there are growing numbers of technological innovations available for screening and filtering content in order to prevent entry of unwanted data.  One area of considerable development in this regard involves efforts by parents to monitor and restrict children's access to content.  For instance, consider the growing use of instant messaging and online chat that allow internet users to communicate virtually instantaneously.  Some parents are increasingly concerned about who their children are communicating with, but physical methods of monitoring such activities are very costly and often ineffective.  Technological methods of monitoring are increasingly available, however.
  Instant messaging and chat rooms are offered as part of many paid online services such as AOL and MSN, for instance, and these services offer control tools to parents that can constrain children's use of these options (they can also limit access to Web sites that are considered by parents to be inappropriate).  AOL subscribers are able to create restricted accounts, for instance, that limit chat and instant messaging opportunities as well as web browsing and e-mail opportunities.  The AOL "Kids Only" default category blocks all instant messaging, for example, while the  "Young Teen" category does not allow the exchange of images, files, voice, or videos.  A "Mature Teen" category is also available that limits chat and Web browsing but not instant messaging.  All of these categories can also be customized by individual parents, who can even control how long children can use AOL and when they can do so. Similarly, MSN parental control categories include Teen, Preteen, and Young Child with varying degrees of limitations as well as the ability of parents to customize settings.  Parents can block all use of Microsoft Messenger, or restrict access to people on a specified contact list approved by the parents. MSN also allows parents to block file downloads, and will e-mail reports to parents about their children's online activities.  

Many other internet access providers (ISPs) have similar options for parents.  Of course, children can use browsers not provided by their ISP to circumvent such controls, and even though AOL and other providers offer some options for controlling these activities as well, there is more that parents can do as individuals if they remain concerned.  In particular, there are a number of parental control software packages that can be purchased and installed.  CyberPatrol can block instant messaging, for instance, and its Chat Guard feature filters specified strings of characters such as objectionable words, phone numbers, and names.  Cybersitter fulfills similar functions, and also allows parents to record the text of instant messaging exchanges.  It also cannot be disabled without a password (unlike recording features in Yahoo and MSN messaging software, for instance).  Spectorsoft records all e-mail, instant-messaging, and chat conversations and keeps parents informed of their children's online activities by e-mail.  Of course, children can always find ways around constraints if they try hard enough, whether the constraints are imposed in geographic or cyber space.  However, the fact that access to a child's computer address can be significantly limited, even for children who do not want such limits, suggests that individuals who do not want to receive certain kinds of content themselves can also dramatically limit access to their addresses.


Software to filter incoming messages is developing rapidly, and it is being applied both by individuals (.e.g, Anti-Virus programs purchased from Norton, McAfee, and other firms) and through contractual arrangements.  Indeed, the same ISPs that offer parents methods for controlling access to their children’s computers, offer various methods for preventing access by spammers, Adware popups, viruses, and so on.  AOL reported blocking 500 billion spam e-mails intended for their subscribers during 2003, for instance, or roughly 15,000 spams per AOL member (Washington Post, January 5, 2004: E02).  Casual observation of television advertising by such ISPs suggests that these filtering features are very attractive to consumers, and therefore, that they are becoming an increasing important focus of competition.  

E-mail services like Yahoo Mail, Hotmail, Eudora, and Outlook also are providing spam filters.  Hotmail reports catching 3.2 billion spam messages per day (Stross 2005: 1), while Eudora version 6.0’s filter is said to have stop 97 percent of the spam directed at its users after it was released in September of 2003 (Hafner 2004a: 2).  Such filters are not perfect, of course.  As Barzel (1989: 5) stesses, porperty rights are never likely to be completely and perfectly delineated, given the costs of doing so relative to the benefits.  Indeed, the Eudora filter is less accurate than it was when it was first released because spammers have altered their messages to avoid detection.  This filter, probably one of the most effective, uses a method called Bayesian scoring (Hafner 2004a: 2).  It looks at words in an e-mail message and assigns each word a probability of being part of a spam.  It then calculates a cumulative probability to estimate the total likelihood that the message is spam.  The user can set the level of probability that he or she is comfortable with, and the program will divert all messages that have a higher probability than the one chosen.   Like other filters, the Bayesian scoring method does not filter all spam, and it can divert messages that are not spam.  Furthermore, over time, spammers have adjusted by filling messages with words that the filter does not place high probabilities on.  A spam message may have a large number of what appear to be random words at the bottom, for instance, or the ad might be surrounded by poetry.  As a result, the number of words recognized as likely to be in spam are swamped by large numbers of words that the program does not consider to be likely spam content.  Thus, the filters have to change over time as the spam does.  One way that this happens is that the individual users of the filters can adjust the filter.  If spam gets through, the user can designate it as such and future messages of that kind will be diverted.  Diverted messages can also be sent to a “junk” mailbox that the user can then check occasionally to make sure that desired messages are not being diverted.  If they are, the user can tag such messages as valid, so they will not be diverted in the future.  In addition, of course, filter providers continue to experiment in an effort to refine the filtering process, just as spammers experiment to undermine it.  In the process, such filtering software has become very effective at catching a huge majority of the spam being sent before it ever gets into e-mailboxes (Zeller 2005: 4).  

 
Others ways to exclude unwanted e-mail are also available.  "Challenge-response" systems are used by some e-mail account providers, for instance, including Earthlink and Mailblocks (Krim 2004: 1).  This technology sends an automatic challenge from an e-mail recipient to the sender, asking for a response of some sort (e.g., supply a generated password, or answer some question) in order to verification that the sender is a real person.  Since most spam is sent in bulk by computers, spam mail is not verified by responding to the challenge, and therefore excluded.  These systems have proven to be very effective at eliminating spam (Crews 2003: 3).  Thus, Microsoft reported, in 2004, that it was experimenting with this technology as a possible added protection for the more than 100,000 million users of its Hotmail and MSN mail servers (Krim 2004: 1).  Indeed, Microsoft has purchased a number of other software firms specializing in security software [e.g., Sybari Software, a specialist in programs to protect business computers networks from viruses, worms, and other threats, and GeCAD Software, an anti-virus firm (Associated Press, 2005: 1)] and is reportedly spending about $2 billion per year on computer security research and development (Markoff 2005: 1), no doubt in part at least because of growing consumer demands for security and the increasing level of competition offering more secure e-mail and browsing systems.  The increasing use of the Firefox browser apparently induced Microsoft to rush Explorer 7.0, with its new anti-spyware technology and improved anti-virus features, onto the market, for instance (Markoff 2005: 1).   

E-mail checking services are also being offered.  A user of PermitMail provides the service with a list of permitted addresses for senders, and if an incoming e-mail is not on the list, it is held.
  The sender receives a message indicating that the mail is being held, and that he or she can fill out a form asking to be put on the user's permit list.  The sender must provide a name, and can write a message explaining why he or she should be added to the list.  Other kinds of identification and authentication processes are also developing rapidly.  For instance, businesses like banks, brokerage firms, travel sites, and other on-line merchants, have started requiring authentication in an effort to distinguish between their legitimate customers and spam, and to protect their transactions from potential identity theft.  One way to do this is by issuing customers a "hardware token," a small device (small enough to attach to a key chain) that displays a six digit number which changes once a minute.  When customers access their accounts they type in their user names and passwords, but they also enter the numbers displayed on their tokens.  Several banks in Europe and Australia are already using tokens, and mandating that their online customers have one.  A number of U.S. banks have issued tokens to their corporate customers and to their own employees. These banks are all considering the technology for their retail banking services, and U.S. Bancorp is planning an experimental test of the system, while E*Trade Financial is offering this type of devise to its customers as an option this year (Kingson 2004: 1).  In fact, virtually every bank in the U.S. apparently is seriously considering the technology.  A number of other technologies are also being developed that can provide similar authentication, such as smart cards (plastic cards with embedded microprocessor chips), biometrics (identification of people by their voice, physical characteristics, or fingerprints), and shared secrets (customers must answer a question that, at least in theory, only they know the answer to).  In a similar vein, several ISPs have begun to "stamp" messages leaving their customers' addresses with a "digital signature" of the customers' domain names, using strong cryptography to prevent alteration or counterfeiting of the signature.  Recipients can then look for such a signature on incoming mail using DomainKeys software.  This identification process is being supported by an organization of ISPs who have agreed to prevent spammers from operating through their ISPs, an organizational development discussed below.  

Yet another option that is being considered involves pricing of e-mail.  An Australian firm, CashRamSpam.com already is offering a payment system (Krim 2004: 2).  Customers of the service can set a fee for incoming e-mail from unknown sources, and the firm will collect the fee, keep 10 percent and pass the rest to the customer.  Refusal to pay means that the e-mail will be deleted, so a high fee is expected to eliminate all unwanted e-mail, while a lower fee might be paid by some advertisers, providing the customer with a source of income.  Whether this system will catch on is unclear, but Microsoft Research is considering an alternative involving payment in time rather than money (Stross 2005: 3).  The system forces a sender to use the sending computer's resources to solve a computational puzzle devised for each message in order for the message to be "stamped" (Stross 2005: 3): "The puzzle uses an intricate design involving the way a computer gains access to memory and resists a quick solution by speedy processors, requiring about ten seconds.  It is not so long that you'd notice it for the occasional outgoing message, but if you have eight million Viagra messages queued up, good luck in getting each one stamped."  An individual can then set his or her e-mail program to filter all incoming messages from unfamiliar senders by examining them for their digital stamp (proof of having completed an assigned problem).

Exclusion of non-payers is an issue with another kind of property as well.  The free and easy sharing of files can significantly reduce the value of so-called intellectual property rights, particularly to music and films, resulting in substantial pressure by firms in these industries for governments to protect such rights.  Legislatures are being lobbied and court cases are being pursued.  Yet, the solution to these intellectual property rights issues also is apparently coming through technological innovations rather than through government.  This should not be surprising.  After all, as Cox and Crews (2005: 2) explain, "The online intellectual property problems faced by copyright owners do not exist in isolation.  They are rooted in the Internet's (perceived) anonymity [and free access] - but so are spam, cybersecurity, spyware, and authentication of transactions.  Indeed, to a large extent, we don't have an intellectual property problem; we have an anonymity/authentication[/free-access] problem."  In this context, "digital rights management" (DRM) technology now provides a method of protecting copyrights to digital content distributed on line (Einhorn and Rosenblatt 2005).  A DRM system involves a technological container format for "packaging" the product.  Thus, for instance, a music album will contain the music and tract titles, along with a set of rules that the software and hardware music players must follow in order to play the material.  This can include paying a price for each play of a song, or for a set number of plays.  Alternatively, a consumer might subscribe to a service, perhaps for rentals or demos, and chosen song titles can be valid as long as the subscription is maintained. More significantly, DRM address issues of redistribution (Cox and Crews 2005: 2), as encrypted controls can limit how users make and distribute copies of the digital files (Einhorn and Rosenblatt 2005: 2).  As with the pricing arrangements suggested above, DRM is capable of a tremendous number of options regarding copying.  For instance, a different price can be charged for a movie or music album that can be downloaded and/or copied than for the same film or music that cannot be reproduced.  Thus, sellers can contract with consumers to meet whatever preferences they may have regarding transferability, but consumers will pay for the ability to reproduce.  Formats supporting DRM include Windows Media and Advanced Audio Coding (AAC).
   

Apple Computer introduced its Internet Music Store in April, 2003 using AAC compression technology and a "light-handed" DRM system called FairPlay (Einhorm and Rosenblatt 2005: 4), for instance.  Buyers of music can transfer songs to Apple iPod players, and burn unlimited numbers of CDs, but they can only transmit downloads to three other hard drives.  The next version of Music Store will have a number of additional features.  RealNetwork's Rhapsody allows "all-you-can-eat" streaming for a $9.95 per month fee, but charges 79 cents for individual burns.  There are several other copyright-respecting music services, including MusicMatch, with 99 cent downloads as well as a subscription service that permits on-demand steaming and playlist sharing with friends (non-subscriber friends can play the first 20 tracks on each playlist they receive, but only up to three times before paying for individual downloads or subscribing), and the re-launched Napster which charges 99 cents per track to download and burn individual songs and along with other subscription services (Einhorn and Rosenblatt 2005: 4-7).  

DRM provides a way of contracting between suppliers of digital music and film products and their consumers, to give consumers specific use rights while preventing uncompensated redistribution.  Norms regarding "fair use" (i.e., "reasonable usage") of downloading and transferring are evolving through the competitive market process, as different firms are offering various alternatives: those that survive and prosper will be the firms that meet the expectations of sufficient groups of consumers while compensating the producers of music and movies for their products.  

III.1.c. The security of property rights in cyberspace.  In the past, individual had little choice but to accept messages from all sources, inspect them, and reject data only after it was received, but the internet appears to be transforming into a system where address holders can make affirmative decisions to accept messages only from identifiable sources.  In today's environment each individual can decide, or contract with someone else [e.g., an ISP, an employer, a specialist in screening e-mail] to decide when and with whom a connection to an address will be allowed.   The trend, for individuals or organizations who consider the cost of spam, viruses, adware, spyware, and other threats to their computers and their time to be higher than the benefits of leaving their in-boxes unlocked, clearly is toward a situation in which verification from others will be required.  A message will be allowed to enter only if the other person is identified as someone who is trustworthy.

Efforts to secure information that being sent from one party to another are also developing, particularly with regard to financial transactions.  For instance, customers of several credit card providers (e.g., Citibank, MBNA, Discover
) can request a temporary account number for use in on-line purchases.  While these numbers are linked to the customer's account, they expire after one use, or after a customer-specified spending limit is reached (Bayot 2004: 1).  Depending on the provider, these numbers can be obtained over the phone, from the company's web site, or by downloading software that generates such numbers, either upon request or when the software detects that the cardholder is at an on-line retailer's checkout page.  While these temporary numbers limit the potential for identity theft with spyware and hacking, they also can be used to prevent retailers from renewing purchases such as magazine subscriptions without sending a reminder to the customer.  Furthermore, if a company stores the credit card number in a database, and hacker breaks into the file to steal numbers, the temporary number will be useless. 

Encryption is another method of protecting information.  It insures that information stored in accessible computers or sent over the internet cannot be read by anyone who does not have the key to the encryption. Identification and authentication provide means of privatizing rights to exclude others from an individual's in-box, but they simultaneously raise concerns about another right: the right to privacy and anonymity.  There appears to be a solution to this dilemma, however.  Encryption along with public keys allows information to be coded and for its source to be verified while the individual's off-line identity can remain annonymous.
  The process sounds cumbersome and even infeasible to those of us used to dealing in real space, but in cyberspace it is virtually costless and very fast.  It involves a pair of "keys" (mathematical algorithms) that are inverses of each other.  One is a private key retained by the sender, and the other is a "public key" used to decode the message.  It is not a true "public" key in the sense that anyone and everyone has it, however.  It is a decoding key that the private key holder provides to selected other individuals.  Indeed, only a person who has a public key is able to decode the message, so the sender must provide the intended recipient with the public key (technically, the public key can be sent along with the message to the recipient).  The transmission is private, since it is coded, and only the person who has the private key can send the message, so sender's identity is verified.  The technology is not sufficient, by itself, to establish the reliability of the sender, of course.  The recipient may not know who sent a message with an attached public key.  Thus, an assurance problem may stand in the way of such "verifiable" transactions without some addition reason to trust the sender.  This problem also can be overcome, however, as can other types of assurance problems.
III.2. Assurance Problems and Sources of Credibility in Cyber Contracting

Securing property rights is not enough, if one is to enjoy the potential benefits of low cost communication in cyberspace.  Individuals must have others to communicate with, and for many kinds of communication, this requires the development of trust and/or recourse.  This is one reason for the relatively rapid growth in and relatively large size of B2B trading on the internet, compared to B2C trading, discussed above.  Much of the B2B trading in e-commerce is probably being carried out between firms that had off-line repeat-deal trading relationships and are simply moving on line in order to lower transactions costs.  They already have trust relationships.  Others may not have previously established trust relationships but they may belong to the same business community (e.g., trade association) or the firms may have built off-line reputations that they can take with them when they move on line.  Some new businesses also have developed on-line and engage in B2B e-commerce, of course, and these new firms have to establish trust relationships or have access to recourse if they are going to flourish.  Similar points can be made about on-line B2C trading, of course.  Many on-line retailers have pre-existing off-line reputations.  These firms are relatively likely to be able to establish profitable on-line businesses relatively quickly.  New retailers who only operate on line will face higher costs as they attempt to establish credibility.  Thus, for instance, a 2004 survey of on-line retailers found that 93 percent of the firms who had on-line web sites as well as off-line catalog business reported making a profit, as did 85 percent of the traditional retailers (i.e., firms with real-space retail stores) who had established web sites (Tedeschi 2004a: 1).  On the other hand, only 67 percent of the retailers who sell exclusively through the internet, described as a group as "still struggling to achieve profitability," reported profits, and many of them had suffered substantial losses the year before (Tedeschi 2004a: 1).  Survival of such firms clearly requires that they solve the assurance problem.  The same is true for individuals who may want to engage in many other kinds of on-line interactions.

III.2.a.  Building trust in cyberspace. When two strangers initiate an interaction, such as trade, the typical process involves several small steps rather than an immediate large commitment.  The two strangers start by attempting to gather information about the potential partner, and if nothing negative is discovered, they make a small commitment (e.g. a small trade).  If that is successful, additional transactions occur and they can get larger, but substantial commitments will not occur until a strong trust relationship develops [e.g., see McMillan and Woodruff (1998)].   This can take some time, so the payoff to investments in establishing such relationships are delayed and very uncertain, making the incentives to do so relatively weak and suggesting that the emergence of cooperative interaction based on such sources of trust may be slow.  As noted above, however, while trust can develop through repeated dealing, it can also be achieved through investments in reputation building. 

Firms that exclusively trade on the internet are not in a position to invest in some of the non-salvageable assets that traditional firms do, such as elaborate store fronts (elaborate Web pages might be a substitute, but they are not likely to be seen as large investments).  Advertising is an option, however.  On-line advertising is ubiquitous, of course.  Spam is cheap, and probably does nothing for the reputations of firms choosing that method of advertising (indeed, it is probably viewed as a signal of unreliability for many internet users), but many on-line services also survive on advertising revenues, much as television networks do.  Such advertising is probably perceived to be very inexpensive, however, so it may not be an effective method of reputation building.  Of course, even though advertising appears to be inexpensive, high levels of advertising could be effective, and it appears that many firms believe that it will be.  AOL paid $435 million for Advertising.com, a firm that sells ads on a network of web sites, for instance, and Modem Media was bought by Digitas in a $200 million stock transaction (Ives 2004: 1).  Ives (2004: 1) reports that $5.6 billion was spent on on-line advertising during the first nine months of 2004, citing TNS Media Intelligence, an organization that tracks advertising spending.  This was a 25.8 percent increase over the same period in 2003.  However, this was only about 5.5 percent of total advertising spending ($102.5 billion) for the period, "a stubbornly small portion" (Ives 2004: 1) approximately equal to the amount spent on radio advertising, suggesting that these investments are probably not as effective at signaling reliability as off-line advertising (e.g., celebrity endorsements, television adds during prime time, etc.).  As a consequence, many cyber firms attempting to use this means of building recognition and reputation have resorted to advertising in the physical universe too. Television and magazine advertising by firms trying to establish themselves in internet markets is now common place. Cyberspace actually offers means of building reputation that are likely to be less effective in real space, however, because information can be spread very rapidly and cheaply

Specialists in the supply of information have developed. For instance, some companies send free products to prominent reviews on sites like Epinions.com and Slashdot.org even though the reviewers have no official status or credentials.  These forums have developed methods for measuring the reputations of their review contributors, and some, such as Epinions, actually pay small fees to reviewers, determined by how readers react to the reviews (e.g., do they click over to the company's web page or go on to read other reviews?) (Thompson 2003: 2).  Epinions also allow users to comment on individual reviews as well as on products, and teams of experienced users of the site are used as monitors to detect efforts by a producer or employ to "plug" a product.  Similarly, Slashdot measures how frequently a person contributes and how valuable other users feel that contributions are, and then gives each user a "karma" rating that determines their access to some of the site's privileges.

Perhaps the most widely cited and studied on-line reputation mechanism has been developed on eBay.
  EBay acts as an on-line intermediary through which sellers post auctions and buyers bid.  It obtains its revenues form seller fees following a successful auction, and it has developed an innovative feedback mechanism that facilitates reputation formation and reputation-based sanctions.  Following an auction, the buyer and the seller can give a "grade" (+1, 0, -1) to the other party in the exchange, and provide a textual comment.  EBay then displays several aggregations of the grades received by both sellers and buyers (an overall rating that ads the grades from the person's entire eBay history; the percent positive, the date the person first registered on the site, a summery of recent reviews, and the entire feedback record). A large portion of its traders are repeat players.  In fact, it has been estimated that around 500,000 people make full- or part-time livings through on-line auction sales (Murphy 2004: 1).
  Reputation has become very valuable for both buyers and sellers.  Sellers with good reputations obtain higher prices, expand their sales if they want to, and survive to sell again and again (e.g., Dewally and Ederington (2003), Resnick, et al. (2003), Cabral and Hortacsu (2004)).  Indeed, people who have recognized reputation status can get better deals than infrequent sellers, so they are increasingly able to act as agents for others who want to trade only infrequently.  In 2003 there were an estimated 30,000 people doing so through eBay's trading assistants program, and several new "store-front" firms had opened up as consignment operations "specifically to take in merchandise to sell on eBay" (Alexander 2003: 1).  These firms were competing for business on the basis of price, and AuctionBytes, an Internet newsletter provides a chart comparing prices among these consignment shops so sellers can obtain information about alternatives without visiting several locations.  Buyer reputation also matters.  After all, feedback on buyers is also posted, so sellers can avoid selling to those who have reputations for being difficult to deal with because there are so many potential buyers in the on-line auction market (Murphy 2004: 2).

Individuals clearly can build reputations in cyberspace, but there are alternatives as well.  Certifications of quality and/or performance can be purchased.  For instance, in response to customer complaints about fraud by sellers in travel auctions, eBay introduced a rule requiring all sellers of vacation packages, cruises, lodging, and air travel to register with SquareTrade, a privately owned seller-verification company that also provides dispute resolution (Tedeschi 2004b: 2).  SquareTrade will certify the seller only if he or she verifies the company's name, contact information, and location.  

Sellers often do not have to be required to seek certification, however.  For example, Dewally and Ederington (2003) examine the impact of quality certification by Comic Guaranty LLC of comic books sold through eBay and find that certified comic books command a 50 percent higher price on average, and their prices are higher regardless of the seller's eBay reputation (reputation also significantly influenced price, as suggested by other studies, such as Resnick, et al. (2003), and Cabral and Hortacsu (2004)).  Certification providers like Comic Guaranty LLC, Professional Sports Authenticator, and numerous others generally have developed reputations for specializing in the inspection and grading of specific types of items in real space (e.g., comic books, sports cards), but their certifications carry tremendous weight in cyberspace market.  Other certification providers have developed on line in order to provide on-line firms with their "seals of approval" regarding various aspects of quality or performance.

VeriSign Inc. is a leading supplier of encryption technology and public key arrangements.  In addition to supplying the encryption/public-key services, VeriSign also provides a digital certificate "verifying that messages sent with a public key are sent by the entity to whom VerisSign distributed that key, an audit service that monitors the entity's use of and continued security of their public key infrastructure (guaranteeing that this entity is the only one with access to the private key for example) and a 'legal' authority to revoke or suspend a certificate in the even that an entity does not pass an audit" (Hadfield 2000: 28). A VeriSign customer gets a "trustmark" which is posted on his or her website.  Clicking on the trustmark moves the user to VeriSign's secure server where the current information and status of the customer's digital certification is displayed.  This does not completely solve the assurance problem, of course, since the users must be confident that the site that they have been transported to is actually VeriSign's website, and they must trust VeriSign.  However, as Hadfield (2000: 29) notes, such certification options takes "a commitment problem which arises at thousands or even millions of websites and folds them back to a commitment problem for a single entity: VeriSign Inc.…  Fundamentally, this structure moves the commitment problem from an entity (the individual e-commerce website) that faces incentives for security breach (because it is costly to maintain security or because there are gains to be had from distributiong information that is suppose to be kept secret) to an entity that faces incentives for security maintenance."  After all, the value offered by certification companies like VeriSign is their ability to provide secure systems and their reputation for providing audits and revocations of certification from customers who fail to meet their security requirements.  

Similar certification procedures are developing to take care of other consumer protection and privacy concerns that arise in e-commerce.  A group of internet firms, including Microsoft and AOL have started a organization called the Online Privacy Alliance.  This group, in conjunction with the Electronic Frontier Foundation (a non-profit organization promoting freedom of expression in cyberspace, and funded by founders of Lotus Development Corporation and Apple Computers) and The Boston Consulting Group, started TRUSTe, a non-profit corporation which has established a set of practices regarding respect for user privacy, and which provides a "trustmark" to firms that adopt those practices (Hadfield 2000: 30).  TRUSTe performs audits of firms to make sure that they adhere to the practices.  Certified firms have a seal that, when clicked, takes users to the firms' privacy statements, as well as a "click-to-verify" seal that takes the user to TRUSTe's secure server where the seal is authenticated.  TRUSTe monitors compliance through regular reviews and by submitting user information that contains identifiers that are then tracked through the firm's system.  In addition, it has a "watchdog" site where users can report privacy-policy violations and other concerns.  These reports are made available to users of TRUSTe's website.  TRUSTe also maintains a dispute resolution process to resolve complaints by users who feel that their private information has been misused.  Such dispute resolution processes are discussed below.

Certification of quality and performance standards is also available in cyberspace (Hadfield 2000: 32-35; Kesan 2003: 101). Several suppliers of certification have developed.  For instance, the American Institute of Chartered Public Accountants and the Canadian Institute of Chartered Accountants (AICOA/CICA) offer a WebTrust program.  This combined group established procedures for auditing on-line business practices regarding privacy, security, and the handling of complaints about quality and performance.  Firms that obtain a favorable report from a CPA or CA with a WebTrust license, are issued an Enrollment Identification (EID) that allows them to apply for certification by a private firm like VeriSign that has an agreement to manage a WebTrust seal.  Clicking on the seal takes the user to the certificate and the accounting report.  Periodic audits ensure continuing compliance.  Firms with WebTrust seals also must agree to submit consumer complaints that are not resolved through negotiation to a WebTrust-approved third-party dispute resolution process of on-line binding arbitration.  Similarly, BBBOnline offers a "Reliability seal" to certify that an on-line business is "reliable" and "trustworthy,"
 along with a three-stage dispute resolution process discussed below.

Certification seals are non-salvageable assets, of course, and such investments provide a potential method of building reputation quickly.  Non-salvageable assets provide a source of recourse against those who have invested in them, because information about wrongful behavior can cause the investment to lose value.  Certification can be withdrawn, for instance, and reputation build through good behavior (e.g., as on eBay) or good reviews (e.g., as from Epinions reviewers) can lose value as a result of changes in the willingness to deal with the wrongdoer by others who receive the negative information. Other methods of punishment are also available to individuals in cyberspace, but as reputation mechanisms (including certification) develop, such methods are likely to become relatively less important.

III.2.b.  From trust to reputation and recourse in cyberspace.  Recall Vanberg and Congleton's (1992) distinction between "retributive morality" and "prudent morality."  They suggest that when individuals have an exit (or non-play) option and they feel that someone else is not behaving appropriately, then physical retribution becomes attractive.  However, when information can be spread at low costs and reputations are valuable because competitive alternatives are available, a more prudent reaction to misbehavior is to spread information so that others in the relevant community also will refuse to deal with the offender, thus generating a spontaneous ostracism sanction.  Consider the cyber versions of retributive morality first.

Physical retribution is not a reasonable option in cyberspace, but there still are ways to punish some offenders.  Victims of fraud get "tremendously frustrated", as Ina Steiner, publisher of AuctionBytes.com, noted: "There's a sense of urgency that victims have, and it just does not synch-up with the time that it takes law enforcement to pursue these matters" (quoted in Schwartz (2004: 1)).  As a result, some of them are striking back.
  There are a number of different options that victims have found to attack internet wrong doers (Hafner 2004b, Schwartz 2004).  For instance, some individuals have begun monitoring eBay and other auction sites looking for fraud.  When they discover what appears to be a fraudulent seller, they can warn people bidding on the item, report the activity to the auction service or the police (not necessarily a very effective option, as explained below), or make extremely high bids themselves, ending the option and preventing someone else from being victimized.
  Some even send e-mails to the fraudulent seller with surveillance software attached, so they can obtain information about the individual's activities and report them to the person's ISP or the auction service.  A common practice of fraudulent sellers is to hijack the account of a legitimate user of the auction service, for instance, and if the retribution-seeking individual discovers this, they notify the user whose account has been compromised.  These actions are generally not directed at the offender who actually victimized the person seeking retribution, of course, but they apparently generate substantial satisfaction for the victim with the possible spillover benefit of protecting another victim.
  The low cost means of communicating on the internet offers what is likely to be a superior option in many cases, however: prudent morality responses in the form of information that can lead to boycott sanctions.

Independent providers are facilitating consumer complaints, for instance.  One example, iLevel.com, provides a site where a consumer can register a complaint against a company, and then iLevel conveys the complaint to the company.  The company is given 30 days to respond to the consumer, and if the consumer has not been satisfied by that time, iLevel posts the complaint and any company response on its web site.  Other consumers can then check the web site to see if companies they are dealing with have a history of unresolved complaints.  Other sites offer even more extensive information to consumers.  The eWatch site monitors and tracks companies' on-line reputation "in thousands of locations in cyberspace including online media, chat rooms and bulletin boards" (Hadfield 2000: 34).  The site also offers services to companies, in that its CyberSleuth program will attempt to determine the source of negative online statements about companies and recommend solutions.  The preceding sub-subsection provided numerous examples of other kinds of information mechanisms that are available on the internet.  Many of these systems provide means for individuals to spread positive information in an effort to build reputations, but like iLevel, they also provide ways for people to disperse negative information when they have been mistreated.  The result can be significant. 

Consider what happened to Intuit, the producer of TurboTax software, when it displeased some customers n 2003.  Shortly after the newest version of TurboTax was released in January of 2003, angry customers began flooding internet forums such as Extremetech.com, CNET.com, and Slashdot.org with grievances and criticisms, primarily aimed at the anti-piracy features of the software (Thomspon 2003: 1).  These features made it very difficult for customers to load the program on more than one computer and also created the belief that Intuit was tracking users.  Intuit quickly responded, sending e-mails to angry customers to assure them that they were not being spied upon.  I can also testify that more recent versions of TurboTax can easily be loaded onto more than one computer.  Clearly, negative information can alter behavior vary quickly if the target of the information wants to maintain its reputation and survive over the long run.  If the target of the information does not respond effectively, "punishment" also spontaneously materializes.  For instance, Cabral and Hortacsu's (2004: 1-2) empirical analysis of eBay reputation mechanism concludes that sales, prices, and survivability vary significantly across sellers, depending on their feedback records, with negative feedback producing significant "punishment": "the growth rate of a seller's transactions drops form about 7% per week to about -7% following the first negative feedback….  We also find that … a 1 % level increase in the fraction of negative feedback is correlated with a 9 % decrease in price….  Moreover, a 1 % level increase in the fraction of negative feedback is correlated with a 1 to 2 % increase in the probability of exit."  Naturally, a substantial amount of positive feedback can counter a small amount of negative feedback (Resnick, et al. 2003), since negative feedback can represent a misunderstanding and even a false accusation, so complete ostracism does occur immediately in settings like eBay. Indeed, as Cabral and Hotacsu (2004: 19) note, "Many times, when an eBay seller receives a negative comment, there is a 'war of words' between the seller and the buyer who places the negative.  During this 'war of words,' the two parties can give several negatives to each other within a period of two or three days."  Such contradictory information can be difficult for other parties to assess, so it can harm both parties, even though one or both might be innocent of any real wrongdoing.  Not surprisingly,  dispute resolution mechanisms are springing up all over cyberspace to offer alternatives to destructive "wars of words."

Most disputes are resolved through direct negotiation.  In this regard, however, software developments are lowering the transaction costs of negotiation in cyberspace, and enhancing the chances of successfully reaching agreements.  One example of such software is clicknsettle.com.  With this program, negotiators commit to an automated negotiation procedure in that bids are monitored at the clicknsettle.com web site and if the bids come within 30 percent of each other the program delivers an agreed price that splits the difference: "This process allows negotiating parties to attempt to reach agreement without revealing bids, and hence information, to each other.  This preserves the value of any private information in the event there is no settlement, meaning that the act of negotiation itself does not alter either parties' position.  It also decreases the scope for strategic bidding and hence the cost of a negotiation to one or both parties" (Hadfield 2000: 53-54).  Another technological negotiation tool, "One Accord" software, essentially serves as a mediator, facilitating negotiation settlement by obtaining information from each party, and combining the information to generate settlement terms that are best for both parties: "One Accord takes the foundation of mediation and then adds to it both analytical rigor and technological power" (Ware and Cole 2000: 593; also see Katsh, et al. 2000: 722-723).  Indeed, third party mediators can use programs like One Accord to aid them in their efforts to help disputants reach an agreement.  And not surprisingly, third party dispute resolution procedures are developing rapidly, as are technological aids to facilitate these dispute resolution options.  

III.2.c.  Third party dispute resolution in cyberspace.  In December, 1998, representatives of the Center for Information Technology and Dispute Resolution at the University of Massachusetts were asked to conduct a pilot project for eBay to see if mediation could be effectively provided to resolve disputes arising over auction transactions (Katsh, et al. 2000: 708).  A link was placed on eBay's customer service page to inform users that assistance for auction-related disputes was available.  Both buyers and sellers began filing complaints through the site.  While substantial numbers of complaints have been filed, Katsh, et al. (2000: 724) note that given the huge volume of trading that takes place, "the number of complaints filed suggests a rather low level of disputing relative to the overall number of transactions."  Upon receipt of a complaint, a mediator e-mails the other party, provides information about the mediation process, asks for information related to the dispute, and inquires about willingness to participate in mediation.  While not all second parties agree to participate, a large majority do since ignoring the possibility of resolving a dispute implies "risk to their future online life and even to their economic wellbeing" (Katsh et al. 2000: 728).  Indeed, in addition to the reputation mechanism, eBay does have the power of exclusion.  This power is not often used, but buyers and sellers are aware that it can be (Katsh, et al. 2000: 731).  This eBay mediation experiment is just one of several taking place on line.

"Internal Neutral" was the first wholly on-line mediation service (Ware and Cole 2000: 593).  This service provider prefers to use video conferencing rather than e-mail, in order to maintain the semblance of the face-to-face negotiation of tradition mediation in real space, where the mediator can take advantage of nonverbal cues.  With the increasing use of broadband and faster modems, this technology can combine the tradition of off-line mediation with on-line disputes.  However, other types of on-line communication, such as e-mail, offers alternative benefits that may make them superior methods for mediation under some circumstances, and mediators are learning to take advantage of these options too (Gibbons, et al. 2002: 37).  For instance, "The mediator can dedicate discrete time to each communicative transaction, thus reducing mediator costs.  Party time and mediator time will be active productive time rather than merely sitting … waiting for the next stage in the mediation process….  Asynchronous communication does not require complex feats of scheduling so that the parties and the mediator are together at the same time…  Finally, the mediator may privately caucus with either or both parties without artificially interfering with the flow of the mediation.  These characteristics save both time and expense while promoting efficiency in the mediation" (Gibbons, et al. 2002: 42-43).  In addition, technological aids to mediation are available, including programs such as One Accord.   Others include Cybersettle, a patented double-blind bidding process (like clicknsettle, discussed above) which is used by over 475 insurance companies; SmartSettle, which provides the parties with graphic displays that assist them in seeing the progress of the negotiations and guides them through a six-stage process to a conclusion; and Legalspace which facilitates in the imposition of structure on the mediation while explaining and demonstrating issues and concerns (Gibbons, et al. 2002: 65-67). 

 ADR that takes place through computerized methods of communication is now frequently distinguished from off-line ADR with a new label: Online Dispute Resolution (ODR).  "ODR technology may be so influential … as to almost become the 'fourth party'…  ODR ranges from mediation, which aims at encouraging the parties to reach an amicable voluntary resolution of their disagreement, to binding arbitration that imposes on the parties a legally enforceable arbitral award through the reasoned decision of arbitrator who applies the private law created by the parties to the dispute" (Gibbons, et al. 2002: 40).  In fact, arbitration is actually much less complex that mediation, in terms of the communication process involved, so arbitration software is "much less of a challenge" to develop (Katsh, et al. 2000: 721).  Thus, where sufficient pressure can be brought to bear to induce disputants to accept an arbitration ruling (e.g., strong ostracism threats, removal of a valuable certification seal), arbitration may be more attractive than mediation.  While some of these ODR options are available through independent organizations, others are offered but not necessarily mandated by providers of markets like eBay, and still others arise as a result of contractual agreements backed by formal exclusionary threats.

III.2.d.  Recourse through contractual cyber associations.  As noted above, many of the providers of certification (e.g., TRUSTe, BBBOnLine, PricewaterhouseCooper's BetterWeb, WebTrust) also provide dispute resolution services to resolve disagreements between certified firms and their customers.  For instance, firms operating under the WebTrust seal must submit to binding arbitration if they cannot satisfy a customer's complaint through direct negotiation.  WebTrust developed its dispute resolution criteria with the National Arbitration Forum, a private provider of arbitration services.  Other arbitration services also can resolve WebTrust disputes, but they must follow the criteria developed by WebTrust and the National Arbitration Forum (Hadfield 2000: 33).  This arbitration can be conducted on line.  

A different arrangement was developed for BBBOnLine.
  In this case, when a complaint is received, it is examined in order to see if it may be legitimate.  If it appears to have possible merit, it is sent to the organization's Privacy Policy Review Service (PPRS).  The PPRS asks both the consumer and the firm to provide their evidence and arguments, and renders a verdict.  If one of the parties finds the verdict to be unacceptable the dispute goes to the Privacy Review Appeals Board (PRAB).  The PRAB reviews the case and rules and announces its decision.  This decision is final.  Certified firms are expected to adhere to the ruling.  Refusal can result in expulsion from the certification program (Kasen 2003: 97).  Other certification firms also threaten removal of their seals for firms that do not accept their dispute-resolution rulings.

Contractual organizations can also sanction wrongdoers such as spammers and virus writers.  As Stross (2005: 1) notes, "We can now glimpse what once seemed unattainable: stopping the flow at its source.  The most promising news is that companies like Yahoo, Earthlink, America Online, Comcast, and Verizon have overcome the fear that they would prompt antitrust sanctions if they joined forces to reclaim the control they have lost to spammers."
  These firms are part of a new organization, the Messaging Anti-Abuse Working Group (MAAWG), which shares anti-spam techniques and is trying to get other e-mail providers to join them.  Their intention is to go beyond filtering incoming mail, and actually screen outgoing mail as well.  "Port 25 blocking" requires all outgoing mail from a service provider to go through the ISP's mail server so high-volume batches of identical mail can be identified and cut off. The idea is to prevent subscribers from running their own mail servers in order to send out large quantities of spam.  These ISPs also are beginning to place a digital stamp on outgoing mail using strong cryptography to prevent counterfeiting.  This digital signature tells recipients where mail came from.   The expectation is that customers who are concerned about spam will subscribe with one of the ISPs that is self-policing, and that they will be able to determine whether incoming mail is coming from another self-policing member of the working group: certified mail for cyberspace.  Spammers can always move to other ISPs, of course, but if the members of this group refuse to accept mail from ISPs that do not offer certification and pledge to prevent spam from their sites, their own customers will be protected from spam.  Individuals who are not spammers will find that their ability to communicate is substantially curtailed if their own ISP is not part of the self-policing community, so they will tend to move to ISPs that are.  ISPs that want to provide services to consumers other than spammers will have to join the group, or at least adopt similar (or superior) procedures, in order to survive.  Conceivably, spammers will find that the only people they can spam are other spammers. If this cooperative security arrangement proves to be successful, such ISPs may determine that other types of customers besides spammers should be constrained or rejected.  An ISP might decide that its particular market segment is best served by rejecting customers who fail to install and maintain anti-virus software or other security software that develops in the future, for instance, and if certification that such software is being used by e-mail senders proves to be valuable, it also can develop.  As Crews (2004: 9) notes, "contractual agreements among major players could constitute a critical element of tomorrow's more secure cyber-infrastructure."

Much of "law" is concerned with security, or "public safety," of course, but in cyberspace the issue is not one of physical safety; it is safety from harms or losses from spam, viruses, worms, fraud, identity theft, and so on.  Many on-line providers of services, and many on-line organizations, want to be perceived as a cyberplaces where the risk of loses from such harms are low.  Thus, "law" is developing through the interaction of individual service providers and their customers, and through the interactions of members of various cyberorganizations such as the ISPs of MAAWG.

III.2.e. Customary Law in Cyberspace.  As they implemented the mediation program they instituted for eBay, Katsh, et al. (2000: 728) report discovering that: "As we encountered disputants and observed them as they participated in our process, we began to see eBay not from eBay's perspective, which assumes that eBay is the equivalent of a landlord with little power over how a transaction is finalized, but form the user's perspective.  The more we saw of this, the more we became persuaded that disputants were, indeed, participating as if they wee 'in the shadow of the law.'  The law whose shadow was affecting them, however, was eBay's law rather than the shadow of any other law."
  That is, eBay is not just a marketing arrangement.  It also is a legal jurisdiction.  Parties agreed to participate in mediation "at a very high rate" because of eBay law.   Their primary concern was in maintaining their eBay reputations.  As Katsh, et al. (2000: 729) explain, 

Ebay's response to this public safety problem was not to install a police force to deal with problems after they occurred but to use an information process to try to prevent disputes from occurring.  Since the public safety problem largely focused on unknown and perhaps untrustworthy sellers and buyers, eBay put in place a process for sellers and buyers to acquire reputations as trustworthy parties….  Protecting one's feedback rating looms large in any eBay user's mind.  As one guidebook to eBay points out, "on eBay, all you have is your reputation."

….  While online auctions try to limit potential liability by creating distance between the auction site and those doing business in the auction site, the site owners are the designers and administrators of the process of creating identities and establishing reputations.  This is a formidable power and, while it might appear that the auction site owners are merely making a process available and then letting users employ it, there are terms and conditions governing these data collection and data distribution processes, and these rules are made and administered by eBay and other proprietors of auction sites.

Ebay's rules are not simply created at the arbitrary prerogative of eBay management, of course.  Many of the rules develop as a consequence of interactions with users.  Recall the response to customer complaints about fraud by sellers in travel auctions, for instance.  As a result of these complaints, a new rule was introduced that required all sellers of travel services to register with SquareTrade, the privately owned seller-verification company (Tedeschi 2004b: 2).  Even the dispute resolution process described above was experimental, intended to see how eBay users reacted to its availability.  If users find the arrangement to be unattractive, it will not last in its initial form.  Indeed, Ebay law is not, and cannot be, imposed through coercion.  After all, there are many other auction service providers that eBay customers could choose. As Post (1996: 167) notes, "Mobility - our ability to move unhindered into and out of these individual networks with their distinct rule-sets - is a powerful guarantee that the resulting distribution of rules is a just one."  Ebay dominates the market because its rules and procedures produce a legal environment that is conducive to trust building and voluntary exchange.    


III.2.f.  Polycentric cyber governance.  Ebay law, or more generally the alternative legal arrangements of auction sites, is far from unique in cyberspace.  As Gibbons, et al. (2002: 41) note, "many traditional businesses have learned that existing institutions such as contract law (private law making) and its corollary alternative non-judicial dispute resolution (private adjudication or ADR) may be used in new and creative ways.  Both traditional and ebusiness synergistically couple the efficiency and flexibility of private law and private adjudication with the technological and communicative nature of cyberspace, achieving, in many instances, an economically optimal result."  But the same is true of non-commercial groups.  The fact is that numerous "online legal cultures containing what might be considered to be legal doctrine and legal processes already are emerging in many online 'places'" (Katsh, et al. 2000: 726).  


When AOL decides to filter e-mail in order to reject mail arriving from a blacklisted address it has promulgated a rule about spam (Post 1996: 169).  Subscribers who believe it is a good rule remain in the AOL community, subject to AOL law, while those who believe it is a bad rule, perhaps because it infringes on the spammer's freedom of speech, or the right of individuals to receive the spammer's advertising, are free to leave the community and enter another ISP's jurisdiction.  If AOL survives in this market with this rule, the implication is that its subscribers prefer the rule (or more accurately, the set of rules that characterize AOL law) over alternatives.  As Post (1996: 169) suggests, in cyberspace, users are free to "vote with their electrons."  Furthermore, "Cyberspace is not a homogeneous place; groups and activities found at various on-line locations possess their own unique characteristics and distinctions, and each area will likely develop its own set of distinct rules" (Johnson and Post 1996: 1379).  


Cyberspace has many boundaries, even though they do not correspond to the political boundaries of geographic space.  These boundaries can slow or block the flow of information.  As Johnson and Post (1996: 1395) note, these boundaries are marked by distinct names and addresses, required passwords, entry fees, and various visual cues created by software that distinguish one part of cyberspace from another: "The Usenet newsgroup 'alt.religion.scientology' is distinct from alt.misc.legal,' each of which is distinct from a chat room on Compuserve or America Online which, in turn, are distinct from the Cyberspace Law Institute listverver or Counsel Connect.  Users can only access these different forums through distinct addresses …, often navigating through login screens, the use of passwords, or the payment of fees."  The existence of such borders separating very different kinds of activities allow different internet communities to develop their own distinct sets of rules, and allow those rules to evolve over time.  Indeed, rules can change very quickly as online communication and information flows are so rapid.  On-line firms and membership clubs can control participation and even prevent outsiders from learning about their activities. The behavior that may be acceptable in one cyber community need not be tolerated in another community.  Rules about who can enter and under what conditions they can copy or redistribute data, can be established and enforced.  Violators can be excluded.  Indeed, while many of these boundaries can be breached by some hackers, "Securing online systems from unauthorized intruders may prove an easier task than sealing physical borders from unwanted immigration [or smuggling]" (Johnson and Post 1996: 1397).  Cyber law clearly is polycentric law.  


A great deal of internet activity crosses cyber boundaries, of course.  E-mail goes for a sender in one ISP to an in box that is served by another ISP.  Web searches take individuals all over cyberspace.  Individuals download information from distant locations, enter eBay to trade and then leave, perhaps to go to a listserver or a chat room, and so on.  The ease with which individuals can move from one jurisdiction to another has important implications.  For one thing, individuals can be members of many of the different customary law communities, as long as they behave according to the rules of each community.  For another, "In Cyberspace, … any given user has more accessible exit option, in terns of moving form one virtual environment's rule set to another's, thus providing a more legitimate 'selection mechanism' by which differing rule sets will evolve over time" (Johnson and Post, 1996: 1398-1399).  Individuals can compare the rules offered by different communities and choose those that best meet their preferences.  Competition between different firms and organizations providing similar services will either lead to similar rules if consumers all have similar preferences, or to different rules to accommodate the divergent preferences of different people.  Furthermore, technological change that alters the ability ot travel and/or create boundaries may require significant changes in both boundaries and rules.  Finally,  inter-jurisdictional arrangements can be expected to develop.  Thus, for instance, MAAWG, the organization of ISPs is establishing rules for behavior that involves communications between their subscribers.  This organization is not attempting to "harmonize" the rules that operate within each ISP except to the degree that they might affect inter-ISP transactions.  Thus, the polycentric nature of cyber law remains, with the added development of second order clustering, as predicted by Vanberg and Buchanan's (1990) analysis, and illustrated by various real space examples (Pospisil 1971, Benson 1991a, 1994a).  While this may sound like a very complex and confusing system of rules, it must be recognized that most of these customary communities are very narrowly focused in a functional sense.  Therefore, the set of rules that a community develops only applies to those kinds of interactions that are relevant to the community function.  Each community's rules are likely to be quite simple, since their purpose is to facilitate the voluntary interactions of community members and protect those members from harm.  One community's rules may be quite different from another community's rules but that does not mean that the two sets of rules are conflict, as they can arise in the context of vary different kinds of interactions.  In contrast, a nation state that attempts to monopolize all law will have to have a very large and complex set of rules, and as explained below, these rules often can have conflicting purposes. Thus, polycentric law is not necessary any more complex and difficult to deal with than monocentric law, and it may be much less complex.

IV. Why Nation States Should Not Rule Cyberspace:

Relative Benefits and Costs of Polycentric Customary Law

 When Rustad (2001: 85) searched WESTLAW and LEXIS for prosecutions of virus cases, he found only one, and that case involved a Cornell University computer science student doing research on information security.  As part of his research, Robert Morris designed a worm to test the security of a computer network, but when he performed the test by releasing the worm in a computer science laboratory at MIT, a defect in the program led to rapid replication, resulting in university, medical facility, and defense facility computer shutdowns throughout the U.S.  Morris was prosecuted and sentenced to three years probation, a $10,500 fine, and 400 hours of community service.  As Rustad (2001: 85-86) notes, "The poverty of cybercrime cases reflects a substantial enforcement gap between the cybercrime law on the books and the law in action.  Few cybercrimes have been successfully prosecuted because of several interrelated factors, including the problem of anonymity, jurisdictional issues, and the lack of resources in the law enforcement community.  Conventional law enforcement does not … have the resources to tackle this kind of crime."

Governments of the United States, and of states like New York and Minnesota, are attempting to stop internet gambling.  Yet gambling sites continue to proliferate as the number of internet gamblers and gambling revenues grow almost exponentially (Bell 1999, Strumpf 2004). Similarly, efforts are being made through government law enforcement to shut down the traffic in pornography, but pornography sites are virtually ubiquitous on the web.  Governments also are attempting to control spam, viruses and worms, and to prevent fraud and identity theft.  Their impacts in these areas are similar to their "success" against gambling and pornography.  While many people may believe that the state must step in to provide law for cyberspace, the fact is that geographically defined nation-states are actually not capable of establishing effective law in cyberspace.  The Rustad (2001: 85-86) quote above suggests three of the primary reasons for this: (1) jurisdictional issues, (2) anonymity in cyberspace, and (3) the high opportunity cost of law enforcement resources devoted to cyber detection and prosecution. 

Jurisdictional problems are a major impediment to nation-states' efforts to govern in cyberspace: "Cyberspace radically undermines the relationship between legally significant (online) phenomena and physical location.  The rise of the global computer network is destroying the link between geographical location and: (1) the power of local governments to assert control over online behavior; (2) the effects of online behavior on individuals or things; (3) the legitimacy of local sovereign's efforts to regulate global phenomena; and (4) the ability of physical location to give notice of which set of rules apply.  The Net thus radically subverts the system of rule-making based on borders between physical spaces, at least with respect to the claim that Cyberspace should naturally be governed by territorially defined rules" (Johnson and Post 1996: 1370).  As one government cracks down on some internet activity, for instance, be it voluntary transactions like gambling and pornography, or involuntary externality-creating activities like spam, viruses, fraud, and identity theft, the perpetrators can simply set up their operations in other geographic locations.  Internet gambling sites are located in places like Costa Rica, Australia, Great Britain, and Antigua and Barbuda.  The owners of these gambling establishments may not be able to set foot in the United States without getting arrested (Richtel 2004a), but they can still sell their services to millions of consumer in the United States.  Spammers have chosen similar routes to avoid detection or prosecution, as noted above.  In fact, some countries, like China, actually encourage externality generating cyber activities such as spam because of the local economic benefits that arise (Zeller 2005: 2).  Some corrupt governments even encourage other kinds of cyber crime "as a developing industry" (Rustad 2001: 86).  Furthermore, many of the viruses, worms, identity theft and fraud activities that attach individuals all over the world emanate from countries like Brazil and Turkey (Smith 2003), where governments are unwilling or unable to stop the activities.  For instance, "The 20 officers working for the electronic crime division of the Sao Paulo police catch about 20 cybercrooks a month.  But those criminals account for but a fraction of the 'notorious and ever increasing' number of cybercrimes in Sao Paulo" (Smith 2003: 2).  Given the numbers of cyber criminals in Brazil (almost 96,000 "overt Internet attacks" were traced to Brazil between January and October of 2003, for instance), the small number of arrests makes virtually no difference, particularly since these criminals cannot be punished under Brazilian law because their hacking and viruses are not illegal by themselves: it must be proven that such actions resulted in some other crime (e.g., theft, fraud), so these individuals have "little to fear, legally" (Smith 2003: 2).  

Jurisdictional constraints have not stopped governments from trying to impose law in cyberspace, of course.  For instance, some governments have attempted to extend the reach of their law beyond through cyberspace.  Australia's High Court ruled, in December of 2002, that Dow Jones can be sued for libel in Australia over the contents of an article that appeared on its web site, for instance, despite the fact that the web server for the site is located in New Jersey.  The article was published by Barron's, a weekly financial magazine owned by Dow Jones, and published in print as well as on line, and on line subscriptions can be purchased anywhere in the world, including Australia.  Because of differences between Australian and New Jersey libel law, the chances of a favorable ruling for the plaintiff are much greater in Australia than they would be in New Jersey (The Economist Global Agenda 2002: 2).  As Thierer and Crews (2002: 1) note, of course, Australia may have difficulty enforcing such a ruling since the target of the suit is located outside its jurisdiction.  Nonetheless, this is just one of several cases where national courts have ruled that breaches of their local laws anywhere in cyberspace can be prosecuted.  For instance, a French court has ruled that the sale of Nazi memorabilia on a Yahoo auction site violated a French law against displaying the Nazi insignia.  Yahoo challenged the French ruling in U.S. courts, but banned all "hate paraphernalia" from its auction sites.  This did very little in the way of removing Nazi symbols and even Nazi philosophy from the Internet, of course.  After all, several years ago the German interior minister identified almost 800 neo-Nazi web sites outside Germany that were accessible to Germans and in violation of German law (Thierer 2001).  Most of these sites are in the U.S., and while Germany's supreme court ruled, even before France's did, that its restrictions on Nazi activities could be applied outside the country to hold the distributors of Neo-Nazi materials liable, the ruling is essentially not enforceable against such groups.  Only international companies like Yahoo are likely to respond.  Indeed, other firms with assets in France have taken notice of its ruling, since their assets could be vulnerable if the firm is sued in French courts.  Intuit Inc., an on-line database software system, canceled its services in France, for instance: "In the uncertain legal climate still surrounding e-commerce, online businesses often choose to give up customers in some countries rather than leave themselves open to possible libel, product-liability and other kinds of lawsuits in those countries" (Newman 2003: 1-2).  In another case, the government of Zimbabwe has prosecuted an American reporter for "publishing a falsehood" about its government (The Economist Global Agenda 2002: 2).  While the reported was acquitted, the Zimbabwe court showed no hesitation regarding its jurisdiction in the case. 

Government actions such as those suggested above naturally offend American citizens who put high value on freedom of speech and the press, values that are not shared, at least by governments, in most other countries of the world (Thierer 2001: 2). Indeed, at least 59 countries have laws such as those in France, limiting freedom of expression on line (Corn-Revere 2002: 6). Yet the U.S. government has adopted similar tactics in its effort to stop cyber activities that do not comport with U.S. law.  In its first decision on an cyberspace dispute, for instance, the World Trade Organization (WTO) ruled, in March of 2004, that U.S. policy prohibiting on-line gambling is a violation of international trade law (Richtel 2004b): "several members of Congress said they would rather have an international trade war or withdraw from future rounds of the World Trade Organization than have American social policy dictated from abroad."  Law enforcement agencies apparently agree, since U.S. marshals seized $3.2 million from Discovery Communications in April, 2004, as part of the continuing effort to stop internet gambling.  The money was paid by Tropical Paradise, the Costa Rican owner of ParadisePoker.com, for advertising of the gambling site on the Discovery Channel (Richtel 2004c: 1).  This policy clearly is intended to tell American companies that if they do business with offshore gambling operations, they can have the proceeds from that business seized.  Major broadcasters such as Infinity Boradcasting and Clear Channel Communications have stopped running internet gambling adds as a consequence, and so have internet firms such as Yahoo and Google. Similarly, Dmitry Sklyarov was arrested in July of 2001 in Las Vegas.  He was accused, as an employee of a Moscow-based computer company, Elcomsoft Co., of disabling a security system used to protect electronic books, thus breaking U.S. copyright law.  His program was legal in Russia, however, and that is where it was produced and sold.  Prosecutors made a deal with Sklyarov, agreeing to defer the charges against him if he testified against his employer, Elcomsoft, but a jury acquitted Elcomsoft in a U.S. District Court trial in December, 2002, and the charges against Sklyarov were then dismissed (Newman 2003: 2).  Nonetheless, the fact that prosecutors were willing to pursue a case against a foreign firm for actions taken in another jurisdiction is really no different than the French, Zimbabwe, and Australian actions against U.S. based entities.

Some countries go much further than France, Zimbabwe, and Australia in there efforts to limit on-line content.  North Korean law completely bans internet usage, while countries like China, Saudi Arabia, and Syria control ISPs in order to filter content that government officials consider to be inappropriate (Corn-Revere 2002: 6-8).  For instance, the 30 permitted ISPs in Saudi Arabia are linked into a single web system that screens all incoming files for "offensive or sacrilegious material" before it is released to individual users (Corn-Revere 2002: 7).  The servers are also programmed to block access to "sensitive" sites: that is, sites that might be in violation of "the social, cultural, political, media, economic, and religious values of the Kingdom" (Human Rights Watch 1999, quoted in Corn-Revere 2002: 7).  Similarly, ISPs in Singapore are required to install filters that remove content that the government finds to be objectionable. China excludes all forms of dissent on the web and prohibits publication of news that is not approved by the Communist Party, as well as other content.  Syria has only one government-run ISP so it can impose significant blocking of content.  Such efforts are not likely to succeed.  Indeed, illegal networks are springing up across Asia, Africa, and Latin America due to restrictions placed on access by governments (Gordon 2004).  Nonetheless, such "futile" efforts create considerable external costs, not unlike those arising from viruses and worms (Corn-Revere 2002: 13).        

Efforts by governments like the U.S., France, Germany, Australia, China, Singapore, Syria, Saudi Arabia, and Zimbabwe create conflicts between governments, of course, as each claims jurisdiction over actions taken in some other jurisdiction that is legal under that jurisdiction's laws.  Some observers seem to believe that the only way to solve internet externalities is, therefore, to create an international organization of governments to enforce a common set of rules in cyberspace.  One obvious problem with that is that governments cannot agree on what the rules should be.  Should the limits on content imposed in Saudi Arabia and Syria apply everywhere, or China's, or should France and Germany's rules be adopted?  Obviously, the U.S. version of free speech and press is not likely to be accepted by any of these countries or many others.  Should U.S. rules regarding gambling be instituted?  Indeed, what are those rules, since several states now allow gambling and even run gambling operations (e.g., lotteries), and the federal government has agreed to let Indian Reservations to open Casinos where ever state laws do not explicitly forbid it?  Is U.S. copyright law to dominate or China's?  Will spam be limited as under U.S. law or encouraged as under Chinese law?  The World Intellectual Property Organization managed to negotiate terms for two international treaties on copyright protection in 1996, and 41 countries (out of over 190) had ratified the treaties when they finally went into effect in 2002, but "it's still up to the individual countries to adapt their national legislation to the treaties, and for the most part implementation has been slow….  There is also a the problem of enforcement.  While the music industry saluted the WIPO treaty related to music copyrights, it has complained that governments remain lax about prosecuting violators" (Newman 2003: 3).  Similarly, delegates from 60 countries gathered at the Hague in 2003 for the Conference on Private International Law, in part to negotiate a treaty that would make court rulings in one country enforceable in all other signature countries, but "not surprisingly, there is little political will for such a sweeping deal" (Newman 2003: 3).  Countries simply are not willing to give up their sovereignty simply because their citizens participate in global cyberspace.  A draft treaty was proposed in 1999 that would have imposed global standards for defamation, libel, and copyright protection, but business such as U.S. media and entertainment firms, writers and publishers who would have faced libel suits in countries with the strictest libel laws, and ISPs who would have been held liable for postings on web sites accessible to their service, protested so strongly that negotiators concede that any accord was out of reach.  Years of negotiation have not even solved jurisdictional issues, so it is not surprising that they cannot produce harmonization of cyber law (Newman 2003: 4).

Even if jurisdictional issues could be resolved and agreements could be reached by governments regarding the appropriate rules to enforce, individuals who want to break such laws in cyberspace would be able to dramatically limit the likelihood of detection and punishment.  After all, they can hide in cyberspace.  As Zeller (2005: 4) points out, for instance, "The overlapping and truly global networks of spam-friendly merchants, e-mail list resellers, virus-writers and bulk e-mail services have made identifying targets for prosecution a daunting process.  Merchants whose links actually appear in junk e-mail are often dozens of steps and numerous deals removed from the spammers… and proving culpability 'is just insanely difficult.'"  Anonymity is further enhanced because spammers use viruses to gain control of PCs to use as "zombie spam transmitters," as noted above, so even if spam is traced to a particular computer, its owner may be unaware of the activity and completely innocent of any wrongdoing.   As Rustad (2001: 98) "In contrast to a traditional crime scene, online forgers or intruders leave few digital footprints.  DNA evidence, fingerprints, or other informatin routinely tracked in law enforcement databases are useless for investigating cybercrimes.  In addition, computer records are easier to alter than paper and pencil records.  Electronic robbers and forgers leave fewer clues than white-collar criminals who alter checks or intercept promissory notes."

The high cost of pursing criminals in cyberspace means that while many governments have laws mandating prosecution of many cyber activities, most of them have no "significant law enforcement presence in cyberspace" (Rustad 2001: 98-99).  The large increase in resources, such as training and the retaining officers that can understand encryption, digital signatures and clues, viruses, and other technological requirements for tracking cyber wrongdoers is not likely to made, even in wealthy countries, in part because even a very "successful" investigation is likely to be very costly, while its impact is likely to be negligible.  For instance, the Justice Department filed its first criminal charges under the nation's new anti-spam law in April of 2004, but July "the case was quietly dismissed at the government's request" (Hansell 2004a: 2).  Similarly, the FBI told a Senate committee, in May 2004, that they were developing over 50 cases against spammers and that they expected to announce convictions that summer, but "the cases have proven more complex than expected" (Hansell 2004a: 2).  A large number of arrests (more than 150) were announced by the Justice Department in August (Hansell 2004b), after an investigation involving 37 FBI agents, 13 divisions of the Postal Inspection Service, and several other federal and local law enforcement agencies, but I have not seen any information about the disposition of these cases since then.  Furthermore, given the inability of governments to resolve their jurisdictional conflicts, criminals might be identified but be citizens of another jurisdiction that does not consider the activity in question to be illegal.  Even if the alleged criminal is captured within the United States, successful prosecution is far from assured, as suggested by the Elcomsoft case discussed above. Beyond the fact that successful prosecutions of cybercriminals are rare, the alternative uses of policing and prosecution resources (e.g., fighting crime on the streets) are highly valued, and they are likely to be more successful. 

Even if states could overcome the jurisdictional conflicts and inability to agree on the appropriate set of rules for cyberspace, and then deploy sufficient resources to have an impact through the enforcement of those rules, there are reasons to resist such efforts.  In particular, while Coase (1960) emphasizes that one motivation for creating rules is to eliminate externalities and facilitate voluntary interaction, he also explains that rules and institutions determine the distribution of bargaining power and therefore the distribution of wealth.  Coase did not focus on this issue, but these distributional consequences also create incentives to make and alter rules, as emphasized in the rent-seeking literature that has evolved form Tullock's (1967) insights.  In fact, the politicized "law" of nation states almost always reflects the conflicting efforts to achieve conflicting objectives of facilitating voluntary activities and involuntary transfers (Benson 1999a).  Unlike voluntary joint production and exchange which tends to increase wealth, involuntary wealth transfers through enforcement of legislated rules within a monopolized legal jurisdiction, whether the rules are established by kings, dictators, "representative" parliaments, or courts, tend to reduce wealth for at least six reasons (Benson 1999b, 1999c, 2000b, 2001b):  

(1) When government is able to produce transfers (e.g., through a tax and/or subsidy, through trade barriers and other limits on competition such as licenses and exclusive franchises, and through other similar discriminatory "legal" actions) through its legal process, one result is  deadweight losses.  Indeed, as Thierer, et al. (2002: 1) explain, "The dangers of the cyber-pork barrel should be obvious.  Washington subsidy and entitlement programs typically have a never-ending lifespan…"  Consider U.S. policy toward internet gambling, for instance.  As Bell (1999: 3) notes, several powerful interest groups have significant incentives to lobby for prohibition of on-line gambling.  The off-line gambling firms in Nevada, New Jersey, Mississippi, Louisiana and elsewhere contribute large contributions to political candidates in an effort to influence such policies.  Indian reservation gambling has also exploded over roughly the same period that internet gaming has been developing, and a substantial portion of the increasing wealth of the successful Indian gambling operations is being directed into the political arena (Johnson 2004).  These groups would prefer not to have to compete against each other, but they certainly do not want to have to compete against the low-cost and convenient on-line casinos.  In addition, "State and municipal authorities, having grown fond of nurturing and taxing local gambling, can easily see that Internet gambling might put their cash cows out to pasture" (Bell 1999: 4).  Billions of dollars from gambling taxes and lotteries flow into government treasuries in the United States, while no revenues are being collected from internet gambling.  Furhtermore, "Whether or not Internet gambling represents a moral scourge, it certainly represents a competitive threat to church bingo games and the like", as charitable gaming brings churches several billion dollars annually.  If the government was actually able to significantly restricting competition form on-line gambling, established gambling operations, including those run by governments, would be in a position to limit pay outs to consumers to levels lower than those that would materialize with greater competition.  Gamblers would also face higher costs, as they would have to travel to the geographic locations that governments have decided are appropriate for gambling, rather than simply going on line.  Similar motives underlie demands to limit sales of other goods (e.g., liquor) and services over the internet.  State and local governments are unable to collect their sales and excise taxes, local business groups are unable to limit competition to those firms with government licenses and franchises, in order to keep their prices high.

(2) While many observers suggest that deadweight losses from the wealth transfers that result from rent-seeking activities are small and that institutions should evolve to minimize them [e.g., Becker (1983)], Tullock (1967) explains that the resources consumed in the competition for such transfers also have opportunity costs.  Individuals and groups have incentives to invest time and resources in an effort to gain wealth through the political process.  Indeed, even though government is having relatively little success in its efforts to rule the internet,  Thierer, et al. (2992: 13) note that high tech firms "are becoming more comfortable in Washington circles as they open up D.C. lobbying offices and begin spreading cash around to candidates for office in the hope of courting favor and prevailing in policy debates."  Similarly, Washington is full of lobbyists for gambling interests, state and local governments seeking ways to tax internet commerce, organizations of licensed businesses such as liquor outlets that are facing competition from on-line sellers, organizations such as the "Direct Marketing Association" which "wants to promote what it sees as the legitimate use of e-mail marketing" (i.e., protect their right to send out spam), music and movie producers, law enforcement groups seeking budgets to fight internet crime, and so on.  All of them want the government to impose restriction on various kinds of internet activities so that they can capture rents.  

(3) Victims of the transfer process also have incentives to defend their property rights.  Part of the defense costs are rent-avoidance costs arising through investments in political information and influence (e.g., the Direct Marketing Association mentioned above), but exit is another option.  Exit can be achieved by moving to an alternative political jurisdiction, or by hiding economic activity and wealth (e.g., moving transactions "underground" into black markets).  The ability to hide in other jurisdictions and through anonymity make exit particularly easy in cyberspace, as noted earlier, and this is why governments are unable to effectively impose their laws in cyberspace.  Nonetheless, such exit does reduce opportunities for wealth creation within the jurisdictions that are trying to control various activities.   

(4) In order to attempt to induce compliance with discriminatory transfer rules, governments must rely on enforcement bureaucracies, both in an effort to prevent exit (e.g., establish a monopoly in law) and to execute the rules.  These enforcement costs are another source of opportunity costs that accompany a wealth transfer process.  Rules that facilitate voluntary production and exchange (e.g., private property rights) also require some enforcement costs, of course (e.g., dispute resolution, information mechanisms), but the level of these costs increases dramatically when laws are also imposed in order to prevent voluntary activities (e.g., generate involuntary wealth transfers from those who may want to sell a good or service but are not suppose to because of some government-created barrier to competition).  The resources that are being allocated by governments in China, Saudi Arabia, Singapore, France, the U.S. and elsewhere in what is destined to be a futile effort to control the flow of communication in cyberspace, all have opportunity costs.  They could be used to enforce laws in real space, for instance, or to produce goods and services for consumption.  

(5) The path of technological and institutional evolution will be altered when rules are imposed on individuals in an effort to take wealth from them, as individuals take actions to avoid the impact of those rules.  This means, as Kirzner (1985: 141-144) explains, that discoveries which probably would have been made in the absence of such rules may never be made.  The opportunity costs of such laws include these lost discoveries (Benson 2002, Thierer, et al. 2002: 12).  In addition, rules of this kind creates a "wholly superfluous" discovery process as "entirely new and not necessarily desirable opportunities for entrepreneurial discovery" (Kirzner 1985: 144) are created, yet another source of opportunity costs (Benson 2002, Thierer, et al. 2002: 12).  Institutional and organizational innovation can also be redirected or stiffled.  For instance, Jamal, et al. (2003) compare the privacy practices that have developed in the United Kingdom under codified European Union standards, with those that have evolved in the United States where much less government regulation has been imposed.  They find that the state regulatory regime in the U.K. has stifled the development of web assurance services.  The market for certifications from firms like TRUSTe and BBBOnline do not exist in the U.K., actually making Internet users in the U.K. more vulnerable to spam and other externality-producing cyberspace activities.  Thus, while efforts by governments to rule the internet are generally futile in that they fail to accomplish what they are supposedly intended to do (if one believes the political rhetoric rather than looking at the incentives of the interest groups that actually motivate most laws), they raise costs and make the typical internet user worse off.  

(6) If governments were successful in imposing their rules on the internet then individuals would be faced with increasing probabilities of involuntary transfers.  Productive individuals' property rights to their resources, wealth, and income flow would be perceived to be relatively insecure, so their incentives to invest in maintenance of and improvements to their assets, and their incentives to earn income and produce new wealth that might be appropriated, would be relatively weak.  When transfers are expected to be large, frequent, and arbitrary, most wealth production actually has to be motivated by threats (e.g., as under slavery or totalitarian socialism), making enforcement costs even higher.  Such threats are imperfect, however, so production would be low and wealth expansion would be slow compared to a situation wherein property rights were relatively secure.  To the degree that government action might threaten property rights in cyberspace, slowdowns in the growth of the cyber economy can be anticipated.

Perhaps coercive authoritarian law will not produced biased rules for the purpose of transferring wealth, but a necessary prerequisite for such law is strong barriers to exit for those who expect to lose wealth through transfers.  Interjurisdictional competition can occur between legal systems attempting to monopolize law making and enforcement, and to the degree that wealth can escape one to move to another, the potential for using law as a transfer mechanism is limited.  This is another obvious benefit of inter-jurisdictional competition, and importantly, there is another source of competition as well: customary law can be produced and supported by institutions which are not attempting to monopolize law, and these legal systems offer an alternative to escape the jurisdictions of those who seek such monopolies.  Customary law provides a mechanism for avoiding the politicized law of nation states, and the choice of customary law's jurisdictions in cyberspace is becoming increasingly important, in part for the reasons suggested here.
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�. There are critics of this "wild west" analogy.  Some accept that the west was a wild frontier but contend that cyberspace is not [e.g., Johnson and Post (1996)].  Others prefer a different analogy, seeing cyberspace as a feudal society [e.g., see discussion in Yen (2002)].  As noted below, the contention here also is that there is a better analogy, but it is not feudalism.


2. The historical importance of deliberately designed rules as actual determinants of behavior is probably much less than is popularly perceived, however, since people rely on norms to govern much of their behavior even when some formal rule of law may appear to apply (de Soto 1989; Acheson 1988; Ellickson 1991; Benson 1989; Bernstein 1992).  There are too many uncontrolled margins and unanticipated responses for a rule designer to consider.  Nonetheless, such designed rules do influence behavior.  In particular, deliberate efforts to impose rules create incentives to find and exploit uncontrolled margins in order to avoid the full consequences of those rules [e.g., Cheung (1974), Barzel (1989), Kirzner (1985), Benson (2002)], and in this context, the search for ways to avoid the rules also can significantly alter the path of the spontaneous evolution of behavior.


�. Primary and secondary rules are defined as in Hart (1961).  That is, primary rules define the obligations that individuals are expected to have, and secondary rules establish the processes that induce recognition, provide adjudication, and facilitate change in primary rules.  Some primary rules may not be supported by secondary rules, of course (e.g., some moral norms, conventions, customs, etc.), but such rules may be part of the institution of property anyway.  


4. Note in this regard that wealth does not just mean monetary wealth or even physical possessions; it can include many other sources of satisfaction, such as health, security, loyalty, friendship, family, prestige, and power.  Indeed, the relative values that individuals place on material and non-material aspects of wealth are at least partially endogenous (Benson 1999a), as preferences continually change as people undergo the experiences of life (Vaughn 1994: 80).  In a very hostile environment, for instance, individuals may willingly sacrifice a good deal of potential material wealth in order to obtain more safety or security. Importantly, however, there are two ways that an individual can expand personal wealth regardless of what is valued.  


�. Before Coase (1960), the typical economic analysis of externalities focused on a divergence between the private and social costs of the action: an action by one individual creates a cost born by (or benefit captured by) another individual, so the decision maker presumably does not consider that cost (or benefit) in the decision.  In other words, the full social costs (or benefits) differs from the private costs (or benefits) internalized by the decision maker.  They are external to the decision.  In the case of external costs, for instance, the pre-Coasian of analysis started with a charge that A inflicts harm on B, so the policy question was, how should A be restrained?  The conclusion generally was that the appropriate policy was taxation to mirror the external costs so the decision maker would act as if the costs were internal.  The alternative typically was the imposition of regulatory requirements that imposed constraints on the decision maker’s choices.  But Coase points out that this traditional approach really obscures the nature of the choice that has to be made.


�.  See Anderson and Hill's (1990) examination of the rush for land under the Homestead Act, for example.


�.  See note 10 below for an example.


�. This terminology was coined by Hardin (1968). In this situation, each user has an incentive to use the resource because she is not fully liable for the cost of doing so.  Part of the cost is born by others, so the crowding and over use are negative externalities: all of those with access try to use up the resource before someone else does, and the commons deteriorates, perhaps even being destroyed.  Crowding is not the only consequence of common access, however.  The resource itself can be used up, but even if it is not completely destroyed, it is used inefficiently so that the quality of the output from its use diminishes over time.  This could be offset with appropriate investments in maintenance or improvements, but the individuals with common access to the resource do not have incentives to make such investments, because they cannot exclude others from capturing (e.g., charge for) the resulting benefits. In essence, maintenance of common access property generates external benefits so under-investment results.   Classic examples of commons are ocean fisheries (Gordon 1954, Johnson and Libecap 1982) and wild game such as buffalo (Benson 2004), but many publicly provided goods and services, such as highways (Benson 1994a), courts (Neely 1982), and police services (Benson 1994) can also be characterized as common pools.


�. An imposed open access constraint need not be binding if it exclusion costs and internal governance costs are low, however.  See Umbeck (1977, 1981a, 1981b) on the development of property rights to mining claims on federal land, Acheson (1998) on property rights established in the Maine lobster fishery by “harbor gangs,” and de Soto (1989) on property rights in urban land created by the “informal-sector” squatter communities of Peru. 


�. McManus (1972) looked more carefully at the situation in Canada than Demstz had.  He found that the beaver populations in the area were sharply reduced after the introduction of fur trade, as predicted by the common pool problem that arose, but as Demsetz suggested, the population of beavers ultimately stabilized, with the creation of a property rights arrangement.  McManus also examined in more detail the property rights structure the Indians developed, ultimately agreeing with Demsetz that it was efficient, although different than Demsetz' characterization.  He noted that the Indians were organized into small bands and that individual members of the band had a recognized right to exclude others from taking furs or meat from their territories for sale, but they did not claim the right to exclude others from killing animals for personal consumption of meat.  The fur was expected to be left for its owner, however.  In other words, rights to use for direct consumption of meat were still commonly held while rights to use for exchange were exclusive.  The common right to meat consumption is explained from a transactions cost perspective: since hunters lived in an uncertain world and faced a real threat of starvation, the common right to kill for one's own consumption was an institutionalized form of mutual insurance.  McManus referred to it as the Good Samaritan Constraint on the exercise of exclusive rights.  But like modern welfare or social insurance schemes, McManus suggest that this also resulted in "irresponsibility and laziness, and the depletion of beaver."   The property rights structure tends to evolve to maximize wealth, however, as he contends that the Good Samaritan constraint reduced the cost of enforcing exclusive rights for use in exchange by reducing the incentives to steal or invade neighboring territories.  If the insurance and enforcement benefits of the constraint were larger than the costs and if less expensive forms of insurance were unavailable, then the result would be wealth maximizing [see (Johnsen 1986) for another example of sharing norms as mutual insurance].


�. Obviously, the legal systems of nation states are potential sources of recourse.  Unfortunately, in many countries these legal systems do not provide consistent and predictable recourse.  Despite the tremendous degree of government failure all over the world, however, many consultants and academics contend that the solution to the assurance problem must come from the state.  In writing about law in the newly independent countries of the former Soviet Union, for instance, Ioffe (1996: 95) maintains that legislation of commercial law "must now be comprehensive [due to] ... the emergence of gaps in the law [and] the restructuring of the former Soviet economy which requires new legal regulation"; and later that "the commercial code, not taken literally, must encompass all forms of economic activity, both in production and trade." Arguments such as these fail to recognize that trust is an alternative to recourse, and that there are non-state sources of recourse. In this context, recognize that there are many analogies between emerging markets and institutions in geographic space, and the emerging internet market and institutions (Benson 2000c).  These similarities are alluded to below.


�. North (1990: 15) explains that game theory "does not provide us with a theory of the underlying costs of transacting and how those costs are altered by different institutional structures."  An understanding of the evolution of rules and property rights really requires consideration of the factors that lead to a transition from one institutionalized game setting to another and another and so on, as suggested below, rather than the analysis of a particular game.  Thus, game theory can only serve as a supplement to the more fundamental institutional analysis outlined here.


�. A Vietnamese entrepreneur often visits the plant of the firm he is considering in order to see if the facility appears to be permanent and efficient.  He inspects the output of the plant, ask other trusted traders if they have dealt with or know about the potential partner, and so on.  The information gathered can never be perfect but if it is positive, a small trade is often arranged.  If that one works out, the next one is larger. It is only after several deals that the transactions reach a level that involve a substantial commitment. 


�. Much of this uncertainty is due to the state, however.  As Pejovich (1995) notes, "The arbitrary state undermines the stability and credibility of institutions, reduces their ability to predict the behavior of interacting individuals, raises the cost of activities that have long-run consequences, and creates conflicts with the prevailing informal rules...  [M]ost countries in Eastern Europe [and many other parts of the world] are arbitrary states." When property rights are insecure due to potential arbitrary and/or opportunistic behavior by government (e.g., changes in tax policy to capture the quasi-rents that arise with investments in reputation), incentives to invest in reputation or to count on future dealings are weak and the kinds of private sanctions discussed here are likely to be relatively weak.  But that also means that the state cannot be relied upon to provide consistently effective recourse, as traders clearly recognize (even if policy "experts" do not).  McMillan and Woodruff's (1998) interviews of entrepreneurs in Vietnam show that despite their frequent reliance on informal sanctions (tit-for-tat, exit, spreading information about non-cooperative behavior), these entrepreneurs do not want the state to get involved in contract enforcement because they do not trust the state either.


�.  A related phenomena is independent specialists in gathering and selling information.  Some firms or organizations gain reputations by specializing in examining products and providing their independent assessments, for example.   Consumer Reports is an obvious example, but there are many others (e.g., restaurant, movie and Broadway critics; travel magazines and books; rankings of colleges and graduate schools).   Others collect information about potential buyers.  Credit reporting agencies provide information about potential debtors to potential lenders, for instance [see Klein (1992) for relevant discussion].


�. See for example, Phalon (1992), Ray (1992), and Benson (1998d) for discussion of the developing private-for-profit court industry in the United States.


�. There also is considerable variation in the institutional arrangements themselves.  Some communities rely almost exclusively on mediation backed by social pressure to voluntarily reconcile differences [e.g., see Benson (1991b) for discussion of the Quakers and some of the other religious based groups in early America].  Others appear to rely more heavily on arbitration.  The preceding statement includes the word "appear" because it may be that mediation efforts are informal, so they are not easily observed, while arbitration arrangements are more formal and open to public observation.  Arbitration often can be quite "public" when community backing is required, for instance, as among the Yurok and other Native American communities of Northern California during the early nineteenth century (Benson 1991a) Anglo-Saxon communities (Benson 1994a), and historical commercial communities (Benson 1989).  Of course, arbitration can also be very private, as in many modern commercial situations, for reasons such as those discussed in Benson (1999a, 2000b).  Many communities probably employ a combination of mediation and arbitration.  Diamond merchants mandate that disputes go through a conciliation (mediation) process before they can go to arbitration, for instance, and most disputes are actually resolved through this process (Bernstein 1992).  Arbitration arises only when mediation clearly cannot achieve a solution.


�.  The term, customary law, is problematic, of course, because, as Pospisil (1978) explains, it has more than one definition.  The term can refer to rules that are not codified and have been relied upon by the members of a group, unchanged "from time immemorial."  Customary underpinning of the common law are often treated in this way by judges, for instance.  This definition is highly questionable whenever a careful study of the origin of customary law is performed, however, because customary norms can actually evolve quite rapidly (Pospisil 1971; Benson 1989, Trakman 1983).  A second and more complete definition was used by the Commentators of Roman law in the thirteenth and fourteenth centuries.  The Commentators also emphasized longa conuetudo or long use, a questionable criterion for reasons just noted, but "Their second criterion, however, seems to be much more significant for scientific research.  Opinio necessitatis, the requirement that, to be regarded as customary, a law must be backed by the people's 'conviction of its indispensability' and desirability ..., brings out the basic characteristic of the term" (Pospisil 1978: 63-64).  In other words, the vast majority of the people in a group view a customary law to be binding and desirable, so the law is "internalized" as if through a voluntary contract.  Thus, such a law guides everyone's actions within a group and makes behavior relatively certain or predictable.  Fuller (1981: 213) explains that,


To interact meaningfully men require a social setting in which the moves of the participating players will fall generally within some predictable pattern.  To engage in effective social behavior men need the support of intermeshing anticipations that will let them know what their opposite members will do, or that will at least enable them to gauge the general scope of the repertory from which responses to their actions will be drawn.  We sometimes speak of customary law as offering an unwritten code of conduct.  The word code is appropriate here because what is involved is not simply a negation, a prohibition of certain disapproved actions, but of this negation, the meaning it confers on foreseeable and approved actions, which then furnish a point of orientation for ongoing interactive responses.


This view of customary law is adopted here, with the added condition that the customary norms are supported by processes of adjudication and change, a la Hart (1961), as discussed below.  After all, Hart (1961: 97) include "customary practice" as one possible "authoritative criteria" of legal validity (i.e., "rule of recognition").  Hart probably is using the term as in the first definition listed above, of course, but the contention here is that general acceptance implies validity, as do institutionalized means of spreading information about misbehavior, and of ostracism.


�. Positive incentives to recognize trust rules are strong because they arise voluntarily through mutually-beneficial interactions.  Incentives to violate such rules can arise under some circumstances, of course, but negative incentives also arise through the threat of spreading of information about misbehavior and the resulting ostracism.  Since solidarity rules produce benefits for everyone in the group, free-rider incentives arise, just as with any other jointly produced products. However, free riding is successful only to the extent that a free rider cannot be excluded from consuming benefits.  Thus, as solidarity rules develop, the scope of the ostracism solidarity rule itself is likely to expand to include "do not interact with anyone who does not obey other solidarity rules."  Therefore, solidarity rules are not public goods, as non-free riders are the only members of a group who are likely to retain membership in a customary-law community.


�. Contractual and customary processes can easily become intertwined.   As Fuller (1981: 224-225) explains, "If we permit ourselves to think of contract law as the 'law' that parties themselves bring into existence by their agreement, the transition from customary law to contract law becomes a very easy one indeed."  Indeed, Fuller (1981: 176) argues that a sharp distinction between custom and contract is inappropriate:


if problems arise which are left without verbal solution in the parties' contract these will commonly be resolved by asking what "standard practice" is with respect to the issues in question.  In such a case it is difficult to know whether to say that by entering a particular field of practice the parties became subject to a governing body of customary law or to say that they have by tacit agreement incorporated standard practice into the terms of the contract.


The meaning of a contract may not only be determined by the area of practice within which the contract falls but by the interaction of the parties themselves after entering the agreement....  The meaning thus attributed to the contract is, obviously, generated through processes that are essentially those that give rise to customary law.... [In fact,] a contract [may be implied] entirely on the conduct of the parties; ... the parties may have conducted themselves toward one another in such a way that one can say that a tacit exchange of promises has taken place.  Here the analogy between contract and customary law approaches identity.


In essence, individuals are able to establish their rules of obligations toward one-another through practice and observation or through negotiation and explicit agreement.  Thus, customary legal arrangements may be predominantly contractual. In fact, one reason for development of contracts in a customary law system is that individuals often base their expectations of how others will act, and determine how they should act, through observation of passed events.  The resulting norms tend to be backward looking.  Third party dispute resolution also tends to be backward looking.  Arbitrators often justify their decisions by placing them in the context of past practices, for instance, in order to maintain a continuity in the law: custom and tradition rule.  Therefore, if these are the only means of legal change, customary law might evolve very slowly.  Certainly, customary law does tend to be conservative, but contracts provide a source of forward-looking voluntary legal change that can produce rapid but beneficial alterations in the status quo. 


The expanding use of contract and development of contractual arrangements is, in fact, a natural event in the evolution of customary law.  As customary legal arrangements evolve and are improved upon, they tend to become more formal, and therefore, more contractual.  In addition, as a group develops and expands so that the trust relationships that characterize small group interaction do not apply, conflicts are avoided by explicitly stating the terms of the interaction a priori; that is, by contracting.  A carefully constructed and enforceable contract can substitute for trust.  Thus, with the evolution of contracts and enforceable dispute resolution mechanisms, the original bases for trust rules become relatively less important and the group can grow beyond the bounds of bilateral trust and even reputation mechanisms.  Indeed, inter-group interaction can arise, given inter-group acceptance of contracts and dispute resolution.





�.  Berman's "or once was" phrase recognizes that diverse legal systems are increasingly being subjugated by authoritarian legal systems.  Indeed, while consensual legal arrangements tend to be characterized by internal stability, they face a significant external threat to stability.  The size of consensual groups and second order clusters are constrained by transactions costs, and in many cases such organizations have been unable to resist takeover by groups cooperating in the production of violence.  This issue is explored below.


�.  Indeed, even though some state-owned enterprises are prevented by various state laws from accepting arbitration, most are forced by trading partners to agree to private arbitration if they want to enter into international contracts (Böckstiegal 1984: 17-19).  This was even true of enterprises from the countries of Eastern Europe under communism, for whom arbitration was the "exclusive method of dispute settlement in business relations with other socialist countries and also the standard method in contracts with business partners in non-socialist countries" (Böckstiegal 1984: 15).


�. The choice of an arbitration institution does involve a choice of procedural rules (Böckstiegal 1984: 23), and in this context, specialization by arbiters selected for their expertise and reputation (Ashenfelter 1987) means that arbitration typically is a faster, less formal, and less expensive procedure than litigation, in part because the parties do not have to provide as much information to the arbitrator to avoid an error in judgement as they would to a non-specialized judge or jury (Benson 1989, 1999b, 2000a).  Another benefit arises when court time is allocated by waiting, since delay often can be devastating to a business and arbitration services can be purchased in a market or provided by a trade association without such delay (Benson 1989, 1995).  Other potentially important procedural benefits include the facts that, if desired, privacy can be maintained (Bernstein 1992), and that arbitration is generally less "adversarial" than litigation, so it is more likely to allow continuation of mutually-beneficial repeated-dealing relationships (Benson 1989, 1995).


�. The same is often true within domestic commerce as trade association mediators or arbitrators apply the associations own rules rather than those of the government of the territory within which the commercial transactions take place (Benson 1995).  Indeed, historically, as trade evolved beyond small close-knit groups formed on the basis of trust and reputation, "legal systems" arise as a substitute for more informal arrangements, but these legal systems generally are not the product of nation-states (Benson 1989, 1998b, 1998c, 1995).


�. Obviously, many nation states create rules and institutions in an attempt to influence international commerce, of course, but generally in order to limit beneficial trade through protectionist activities, rather than trying to enhance the ability of international traders to cooperate.  Organizations of states such as the European Union and NAFTA also write rules and create institutions that deal with international trade, but most of these organizations of states have been formed to reduce their member states' powers to limit trade, rather than to provide the rules and institutions that traders themselves employ to facilitate cooperation.


�. Some also may prove to be too costly because of actions taken by national governments.  Some organizational efforts to reduce externalities might be seen as anti-competitive, for instance, and therefore violations of antitrust laws.  Similarly, some governments, such as those in China, Saudi Arabia, and Iran, are attempting to undermine privatization efforts that limit these governments' abilities to monitor and filter internet traffic.  Some Western democracies  do the same, in the name of national security (e.g., consider the FBI's Carnivore program which might be thwarted by some of the new developments discussed below).


�. In this regard, note that in an effort to be relatively timely, many of the specific examples of technology are drawn from recent popular press stories.  No effort has been made to verify the claims made by reporters, as these developments are intended to simply illustrate the kinds of things that are being tried and considered, rather than to claim that they will actually provide the lasting solutions to externality and credibility problems that arise in cyberspace.  They demonstrate the predicted search for solutions, then, not necessarily the discovery of long-term solutions.  


�. This figure is from ClickZ Stats: the Web Worldwide (http://www.clickz.com/stats/web_worldwide/), February 2005, citing the Computer Industry Almanac.


�. The U.S. "Can Spam" Act went into effect in January, 2004, for example, but spam has actually increased considerably since then.  Zeller (2005: 2) suggests that spam accounted for about 50 to 60 percent of the e-mail traffic before the law was instituted, for instance, but that afterward the percentage jumped to 80 percent.  This increase in spam actually was predicted by critics of the bill, since the law does not outlaw spam.  Instead, it gives bulk e-mailers the right to send spam as long as they follow certain rules.  Critics note that before the Act was passed, the legal status of spam was uncertain, but after the Act, it became clear that spam was legal in the eyes of the U.S. government (Stross 2005: 2).  More importantly, even if a country like the U.S. were to outlaw spam, spammers would simply move their operations into other national jurisdictions, already a common practice (Zeller 2005), in part because some governments, like China, promise not to interfere with the spamming operations.  Indeed, such countries see spam operations as desirable because they generate local employment and stimulate local economic activity, so local laws actually protect Web sites advertised through spam broadcasts (Zeller 2004: 5).  Thus, as Susan Getgood, senior vice president of U.S. marketing at SufControl LLC, noted "Clearly the content hasn't changed at all [as a result of the Can Spam Act]…. Spammers didn't waste a minute to make it look like they were complying" (quoted in Krim (2004: 2)).


�. Technically, viruses and worms are different (Thompson 2004: 4).  A virus that arrive on a computer cannot start itself.  Therefore, a person has to be fooled into starting it.  Thus, a virus typically arrives in some sort of disguise, perhaps made to look an MP3 file, when in fact it is a program which, when activated, reprograms the computer to do something new.  It typically has an unusual suffix because it is not an MP3 file.  On the other hand, worms do not require a person to activate them.  They also generally do not alter or destroy data on the computer.  Instead, a worm rapidly multiplies, often by sending copies to every address in each victim's address book, generating so much traffic that internet servers cannot handle the flow.  The distinction between worms and viruses is breaking down, however, as a worm can also carry a virus that is deposited in each computer while it is e-mailing itself to new targets (Thompson 2004: 4).


�. See note 29 for discussion.


�. The following discussion of parental options for limiting access to their children's computers draws from Magid (2004).


�. Permit mail is a service of Internet Light and Power, Inc.  See � HYPERLINK http://www/opermitmail.com/ipm/…Othersimilar ��http://www/opermitmail.com/ipm/…� Similar services are offered by other firms.


�.  See entries in TechEncyclopedia on TechWeb for discussion: � HYPERLINK http://www.techweb.com/encyclopedia/defineterm.jhtml?term=drm ��http://www.techweb.com/encyclopedia/defineterm.jhtml?term=drm� � HYPERLINK http://www.techweb.com/encyclopedia/defineterm.jhtml?term=drm ��http://www.techweb.com/encyclopedia/defineterm.jhtml?term= ACC�


� HYPERLINK http://www.techweb.com/encyclopedia/defineterm.jhtml?term=drm ��http://www.techweb.com/encyclopedia/defineterm.jhtml?term=Wi…�


�. See � HYPERLINK http://www.citibank.com/us/cards/tour/cb/shp_van.htm ��www.citibank.com/us/cards/tour/cb/shp_van.htm�, www.discovercard.com/deskshop, and � HYPERLINK http://www.mbmashopsafe.com ��www.mbmashopsafe.com�.  


�.  See Friedman (2001) for detailed discussion of encryption and public key technology as a means of maintaining privacy while simultaneously providing for authentication.  


�. A number of empirical studies of eBay's reputation mechanism have been performed.  An incomplete sampling includes Bajari and Hortascu (2003), Cabral and Hotracsu (2004), Dewally and Ederington (2003), Houser and Wooders (2003), Jin and Kato (2004), Lucking-Reiley, et al. (2000), McDonald and Slawson (2002), Melnik and Alm (2002), Resnick and Zeckhauser (2002), and Resnick, et al. (2002, 2003).


�. Ebay, with an estimated 114 million users, is by far the largest of these auction sites, but there are others, such as Ubid.com, Bidville.com, ePier, and auction sections for Amazon.com, Yahoo, and Overstock.com. 


�. See BBBOnLine, About the Reliability Program at http://www.bbbonline.org/reliability/index.asp.


�. Some observers have suggested that the small portion of websites displaying seals certifying that they meet reliability and/or privacy standards suggest that these private "industry self-regulatory" efforts are insufficient to protect consumers, and that they require supplementation by government.  For instance, see Kesen (2003: 103) and Bergerson (2001: 1543).  Such criticisms fail to recognize that there are many ways to establish reputations, however, and the purchase of quality or performance certification is not likely to be the most cost-effective means for most firms.  This is particularly true for firms with reputations that have been created over years of success off-line who then move on-line as well.  Once a reputation is established, certification is not required.  When consumer concerns arise over issues that are relatively unique to cyberspace, however, firms clearly do respond.  For instance, only 2 percent of the commercial internet sites posted privacy policies in 1998, but two years later, 62 percent of these sites had such postings (Department of Commerce, 2000: 39).


�. It is impossible to determine how many individuals engage in such activities since many of them are careful to maintain their anonymity, just as perpetrators do, in order to retain their internet privileges (e.g., keep their account on eBay or some other auction service).  This discussion should not be taken to infer that fraud is rampant in on-line auctions.  Ebay's estimates suggest that about one-hundredth of one percent of the sales on its site are fraudulent, although some observers suggest that the portion is somewhat higher (Hafner 2004b: 3).  Clearly, however, eBay takes large numbers of precautions in an effort to prevent fraud.  The company has some 800 employees around the world, to investigate and prevent fraud (Hafner 2004b: 1).  Thus, the company routinely discovers fraudulent sales before the transaction is completed and warns the winning bidder not to go forward with the transaction (Hafner 2004b: 3).  It also has warnings against unsafe practices, such as sending money through Western Union or going off the eBay site to complete a transaction, are quite visible on the site.  Indeed, efforts by eBay and other auction services to combat fraud include "innovating insurance, reputation mechanisms, dispute resolution process, certification and bonding and escrow devices" (Hadfield 2000: 33).  Some of these activities have already been discussed, and dispute resolution processes are examined below.


�. In many cases, the signs of fraud are very obvious to someone who knows what to look for (Hafner 2004b: 3).  For instance, fraudulent sellers virtually always ask for payment through Western Union, and they frequently suggest going off the auction site to complete a transaction.  Furthermore, they often offer to sell an item for a much lower price than a good quality item of that type generally commands.  Often there is no record of feedback from previous sales unless the fraudulent seller has hijacked a legitimate user's account, and then an examination of the account's history is likely to reveal warning signals.  For instance, a fraudulent sale is suggested when the item being sold is substantially different from the type of goods or services that the account history suggests are made by the seller.


�. Individuals are also taking actions against other types of on-line misbehavior.  Some hackers release programs to repair damages done by viruses, for instance, and some "private crusaders cruise Internet chat rooms for pedophiles and report their findings to law enforcement - or even expose them online" (Schwartz 2004: 1).  The director of the Counter Pedophilia Investigative Unit (a group of former hackers who search for predators in cyberspace) notes, however, that "law enforcement is ill-equipped to handle … tracking cybercrime, and particularly pedophilia" (quoted in Schwartz (2004: 2)).


�. This discussion draws on Kesan (2003: 102-103).


�. The Internet Corporation for Assigned Names and Numbers (ICANN) also is frequently cited as an example of private governance, including dispute resolution.   For instance, see Kasen (2003), and Hadfield (2000), from whom the following discussion is drawn.  When the Internet was first developed, IP numbers and associated names were assigned and a list was maintained by a single individual (Jon Postel of the University of Southern California), and then by an organization under contract with the National Science Foundation (Internet Assigned Numbers Authority).  In 1991-92 the National Science Foundation solicited bids from private companies to take over the domain-name registration and IP-assignment process, and Network Solutions, Inc. was granted an exclusive contract.  Pressure to introduce more competition and to privatize management of the internet's infrastructure led the U.S. government to finally transfer responsibility to ICANN in 1998.  A non-profit corporation, ICANN took over in September of 1998, and began accrediting organizations, including private corporations, to register secondary domain names, thus introducing competition into the process.  ICANN also has developed a Uniform Dispute Resolution Policy (UDRP) to resolve disputes about the rights to domain names.  ICANN has accredit several dispute resolution providers, beginning with the National Arbitration Forum and the World Intellectual Property Organization in December 1999, the dispute.org/eResolution consortium in January of 2000 (an arrangement that was terminated in November of 2001), CPR Institute for Dispute Resolution in May 2000, and Asian Domain Name Dispute Resolution Centre, in February 2002.  Market rates are charged for dispute resolution and the providers publish their decisions on their web sites as they inform ICANN.  ICANN follows the resolutions' instructions, by recognizing, canceling, or transferring domain names.  While ICANN is a private organization, however, and while it does rely on private providers of dispute resolution, it should be recognized that it was designed by the U.S. government, and it is subject to consider political pressure: "As a result, we cannot consider ICANN a technical management corporation, but rather a political organization with well-specified constituencies and power groups" (Kasen 2003: 120).  Thus, in contrast to various privately-initiated organizations, such as eBay and certification providers, ICANN is not an example of the bottom up development of rules and institutions.


�. Some have raised concerns about collusion by the Group members, but as Crews (2004: 9) stresses, "policymakers should resist the urge to intervene, and allow alliances for purposes of security without fear of antitrust or competitive scrutiny."  In fact, collective action by ISPs is not new.  ISPs have been blocking known spammers listed in the Mail Abuse Prevention System's "Realtime Blackhole List" and other similar directories, for instance.  Actual anti-competitive actions are unlikely, given the high value internet users put on the freedom to communicate widely, but in a secure environment.


�. The terminology, "in the shadow of the law" is generally attributed to Mnookin and Kornhauser (1979: 968), who suggested that bargaining occurs in the shadow of the law because the legal rules give each party "certain claims based on what each would get if the case went to trial.  In other words, the outcome that the law will impose if no agreement is reached…"  Since then it has often been contended that ADR also operates in the shadow of the law, where law implies state-made law (statutes, precedent).  See Benson (1998a) in this regard, however.  As Katsh, et al. (2000: 728) imply, non-state made law (i.e., customary law) also casts a shadow.  They acknowledge that other sources of law might cast some shadows too, but they are not very significant if they do.  Recourse to state-made law and public courts is rarely even mentioned. 
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