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ABSTRACT:

Online merchants are exposed to serious threats of fraud, which has the potential to cripple electronic commerce. Classical liberals such as Epstein and North believe that markets require prohibitions against fraud and that government can solve the problem. Although the classical liberal solution seems clear, how it will be implemented is less clear. For government to prohibit online fraud a number of conditions must be met. By compiling evidence from government testimonies and interviews Silicon Valley, this article studies the extant to which government can provide protections against online fraud. It finds a number of obstacles that inhibit government from enforcing laws against online fraud. Technology moves at a rapid pace and government often lacks the capability to identify those who commit fraud. In addition, questions remain about how domestic law enforcement can enforce laws against fraud around the globe. Even if domestic law enforcement had the ability to identify fraudsters, they would need to rely on law enforcement agencies from around the globe to help enforce the laws. Under these conditions the ability for government to prohibit fraud is extremely limited. Classical liberals appear to be guilty of the Nirvana Fallacy. 

1) Introduction

Electronic commerce poses many potential dilemmas for consumers and businesses alike. In non-face-to-face transactions, consumers need rely on merchants delivering the product and merchants need to rely on the consumer delivering the payment. Although much attention has been paid to traditional consumer fraud,
 merchants are perhaps in an even more difficult situation. Customers at least have the ability to look into the reputation of sellers,
 whereas merchants have no such luxury. Merchants can check that a bank account has funds but the order still might be placed with a stolen bank account.
 Fraud often goes undetected until the cardholder notices his bill, well after the goods shipped. When a transaction goes sour the merchant usually has to foot the bill.
 Even though commerce gives businesses access to many additional customers, it also exposes them many perpetrators of fraud. In today’s world up to 40 percent of online international orders are fraudulent which has the potential to cripple electronic commerce.
 If merchants have no recourse to fraud and they cannot easily distinguish between good and bad orders, they will end up acting cautiously and turning down a number of legitimate orders. Some merchants may even eschew electronic commerce altogether and the market will not reach its full potential. 

The problem of fraud is real but what is the solution? Most lawyers and economists are influenced by classical liberal theory and look to government to step in. After all, prohibition against fraud is one of the core functions of government. For example, Microsoft General Counsel Bradford Smith stated, “So long as people use the Internet to perpetrate frauds, steal property, and defame and assault one another, governments will be justified in seeking to prevent such behavior through law.”
 The only people who would deny government such a role are anarchist libertarians who reject government altogether. Chicago Law Professor Richard Epstein provides a representative summary of the limited government or classical liberal view: “Under its classical liberal formulation, the great social contract sacrifices liberty, but only to the extent that it is necessary to gain security against force and fraud. Perhaps we might go further, but surely we go this far.”
 To Epstein the government must perform certain roles such as providing law against fraud; otherwise markets would be unable to function. In contrast to the anarchist libertarians, Epstein argues that one would be a “naïve visionary” to “believe that markets could operate of their own volition without any kind of support from the state.”
 He writes, “It is at this juncture that the rule of law becomes critical to offer a secure framework for these voluntary transactions to take place.”
 Similarly Nobel Laureate Douglas North states, “realizing the economic potential of the gains from trade in a high technology world of enormous specialization and division of labor characterized by personal exchange is extremely rare, because one does not necessarily have repeated dealings, nor know the other party, nor deal with a small number of other people.”
 He concludes, “A coercive third party is essential.”

The idea that government needs to enforce laws against fraud is not only held by classical liberals but the vast majority of lawyers and economists as well.
 Yet the idea is more of an assumption in economic and legal analysis, rather than a hypothesis which is subjected to investigation. The vast majority of lawyers and economists simply assume that government should prohibit fraud and do not give the issue another thought. Although the classical liberal solution seems clear, how it will be implemented is less clear. Just because something is de jure illegal does not mean that an action is effectively prohibited. Passing a law pronouncing something illegal is easy but effective prohibition requires more than just official proclamations. Princeton economist Avnish Dixit states, “the problem is that [conventional economic theory] takes the existence of a well-functioning institution of state law for granted.”
 In many cases, real world difficulties may make enforcing laws against fraud more difficult than economists and lawyers assume. 

Pointing out the problem of fraud is easy but the real question is whether government is capable of solving the problem. One can believe that government has the ability to solve the problem but that does not mean that the belief is true. In this sense lawyers and economists might be falling into the trap of what Harold Demsetz called the Nirvana fallacy.
 Many theorists highlight a problem in the world and then they conclude that government can solve it.
 But rather than jumping to the conclusion that the government has the ability to solve the problem, we must look to see if they really do. 
Online merchants sold over $100 billion worth goods in 2003,
 and although numerous federal, state, local agencies have computer divisions aim to “stop perpetrators of fraud and deception,”
 the extant to which the law actually helps merchants is unestablished.
 Since it was passed in 1984, the Computer Fraud and Abuse Act (18 U.S.C. § 1030)  has been criticized for being “overly vague and too narrow in scope,”
 and “largely symbolic.”
 As late as 1996 there were only 174 convictions for computer fraud which includes hacking, copyright infringement, and gambling fraud. The US Department of Justice writes, “experts have long admitted that there are no centralized computer crime statistics, not even within the law enforcement community.”
 We have to investigate but we might have a case where the laws are on the books but are not really being enforced.

For the government to be able to stop online fraud a number of conditions must be met. Former Attorney General Janet Reno highlighted some of the problems in a 2000 “five-year strategy” to develop enforcement capability against cybercrimes.
 The plan noted that effective enforcement against cybercrime includes four of the following requirements:

I) A round-the-clock network of federal, state and local law enforcement officials with expertise in, and responsibility for, investigating and prosecuting cybercrime.

II) Computer forensic capabilities, which are so essential in computer crime investigations.

III) Adequate legal tools to locate, identify, and prosecute cybercriminals and procedural tools to allow state authorities to more easily gather evidence located outside their jurisdictions
IV) Effective partnerships with other nations to encourage them to enact laws that adequately address cybercrime and to provide assistance in cybercrime investigations.

Other requirements exist but these four requirements touch on some of the most important issues for law enforcement today.
 Law enforcement requires financial resources, trained personnel, advanced equipment, an understanding of technology, and a capability to identify and track down those who commit fraud. In addition law enforcement needs legal authority and ability to enforce those laws. If the government is deficient in any of these ways, their ability to enforce laws against fraud will be diminished. If the probability of capture approached zero, to maintain deterrence government would need to respond by increasing penalties infinitely high. Although in theory this would make the law just as effective, whether could actually do this has yet to be determined.
 

This article looks into the extant to which governments have the capability to prohibit online fraud. The focus is fraud against merchants but much of the analysis might apply to traditional consumer fraud or other types of computer crimes. The article goes through the four requirements outlined by Reno and documents whether government appears likely to be able to solve the problem of online fraud. Most of what I have learned in the research comes from interviews and conversations with technology workers in Silicon Valley. In this sense the paper will shed little light on the situation to those who work in the industry. Instead analysis of the industry may shed light on to extent to which classical liberal theories apply to markets. Much of the evidence in this paper comes from interviews, which are admittedly anecdotal and have the potential to be biased. Whenever possible I attempt to supplement information from interviews with quotes from government testimonies or other printed publications. The government testimonies may also be biased but the direction will unlikely portray them as less capable than they truly are. The readers will be left to interpret whether they think the conditions where government can prohibit online fraud are met. 
Although different interpretations of the evidence may be possible, in my opinion the situation is quite clear. I found a number of obstacles that make enforcing laws against online fraud practically impossible. Although government does enforce prohibitions in a select few transactions, in the vast majority of transactions government does not appear to provide any redress leaving merchants virtually helpless against online fraud. I find that the government is not able to solve the problem as the classical liberals would assume. Interestingly, the market does not break down as classical liberal theory would predict. It appears that classical liberals have a number of incorrect assumptions about markets. Perhaps the theories of Epstein and North are just theories with little applicability to the way the economy works. 

2) Does government have the capability of preventing online fraud?
Requirement I: A round-the-clock network of federal, state and local law enforcement officials with expertise in, and responsibility for, investigating and prosecuting cybercrime. 

If government is to enforce laws against fraud, it needs resources, computers and enough personnel up to date in the latest technology. This condition seems as if it should be straightforward, but real world practicalities get in the way. Despite some economic models that assume law enforcement to be costless,
 law enforcement agencies have limited budgets and must decide where to allocate their scarce resources. The more government devotes to an endeavor such as online fraud, the less it can devote to other areas of law. Numerous cases of online fraud exist and to expect government to deal with a significant portion of them may be unrealistic.
 Bruce Townsend of the U.S. Secret Service stated, "Law enforcement does not have the financial or technological resources to cope with all these cases.”
 Although the US government has been devoting more resources to online fraud in recent years, for much of the history of the internet a night watchman was not present.
 Hiring around the clock law enforcement agents devoted to computer crime may be costly but is at least possible. 
Expecting law enforcement to have enough expertise in the latest technologies, on the other hand, is more problematic. Markets and technology are evolving at such rapid rate, which makes keeping up with all of the latest technologies extremely difficult. Many agencies do have a number of extremely knowledgeable agents. That does not mean, however, that the agencies can keep up with all occurrences of fraud. With millions of potential incidents of fraud, any individual agent can only do so much. Government would need to hire numerous agents who are up to date with technology and this may not be possible. One of the main obstacles is labor costs because government must compete with the private sector for talent. If talented security experts can make more money in the private sector, the government may have a difficult time retaining enough workers knowledgeable about the technology.
 If agencies do not have enough people with a sufficient understanding of the technology they will be unable to enforce the laws against fraud.

Evidence of this problem was explained by one corporate executive whose company was a victim of a considerable online fraud. Not only were the legal authorities unknowledgeable of cutting edge technologies, they were unknowledgeable about even the simplest technology.  In their company’s own investigation, they had determined that a man named Mr. Yagolnitser was defrauding them of money. After doing the difficult work of identifying the culprit and reporting him to the authorities, was law enforcement any help? The executive said:

The positive place where [government] failed was in providing security. The natural thinking was that when people are defrauding you, you can go to the police. Maybe Mr. Yagolnitser is not going to go to the police, but maybe we can go to the police and report Mr. Yagolnitser. We proceeded to do that. The FBI showed up at his home and concluded he was totally innocent. We’d given them Web pages. They were asking us, ‘What’s a banner ad?’ 

For government to investigate whether someone is guilty of fraud they need to be up on current technology. The unawareness of basic aspects of the technology, seems to indicate that they were years behind. In an interview, another employee from a Silicon Valley security firm told me, “In my view, government is ten years behind what’s going on.”
 
One possible solution would be to devote more resources to government law enforcement,
 but how much this would solve the problem is uncertain. One has to consider how much government would need to know to enforce all the laws. Whereas private companies spend significant resources mastering technologies that they know they will use, government would have to spend significant resources mastering all technologies that people may or may not use. To be able investigate any particular case, government would need a working knowledge of the systems employed by each company. Does government have this capability? Michael Vatis, Director of the FBI’s National Infrastructure Protection Center, was quite frank that the answer is no. Vatis said, “It would be impossible for us to retain experts in every possible operating system or network configuration,”
 Given the limited resources of government and the numerous technologies in existence, law enforcement agencies are understandably unable to keep track of all of them. Under these circumstances, wrongdoers have the ability to move their efforts to technologies where governments are less familiar.
 Without a knowledge of the various systems, government agencies may be unable to investigate.
One can dream up a world where government knows all technologies inside out and where government knows as much about the future course of technology as private companies. This may be possible but there is little evidence that this is likely. In countries that rely on such a model the track record of government guiding technology has not been positive.  Government agencies appear to be at least one step behind everyone else.
 Without enough people with an understanding of the latest technology, government will be unable to enforce laws against fraud.
  This brings into question whether government is capable of enforcing laws that classical liberals say government needs to enforce.

Requirement II: Computer forensic capabilities, which are so essential in computer crime investigations.

Despite their poor track record in recent years, one can imagine a world where law enforcement agencies were able to up with technological change. Even if this were the case, government still may be unable to enforce laws against online fraud. The next requirement for effective law enforcement is the ability to locate and identify those who commit fraud. But difficulties collecting evidence makes enforcement of laws against online fraud quite difficult.  The first reason investigating fraud can be difficult is the high degree of anonymity in non-face-to-face transactions. Although some types of fraud involves shipping goods to an actual address, other types of fraud involve no physical goods so the fraudster need not ever reveal his real address. Where traditional law enforcement entailed sending investigators to the scene of the crime, online fraud has much fewer clues.
 
With no witnesses to interview and no footprints to follow, law enforcement may simply be unable to figure out who is committing the fraud. A Report of the President’s Working Group on Unlawful Conduct on the Internet (hereinafter President’s Working Group) explains, “Another thorny issue stems from the lack of identification mechanisms on global networks. …Simply stated, given the current state of technology, it can be difficult to accurately identify an individual.”
 Even if they know that a law has been broken they may not know who the lawbreaker is. The government may be unable to identify the perpetrator or may not even know where to begin looking. A digital trail, if one even exists, can span around the globe.
 As the President’s Working Group explains:

The communication may also pass through carriers in a number of different countries, each in different time zones and subject to different legal systems.  Indeed, each of these complications may exist within a single transmission.  This phenomenon makes it more difficult (and sometimes impossible) to track criminals who are technologically savvy enough to hide their location and identity.

With each communication the fraudster can use a different path, so figuring out the location and identity of the fraudster is often impossible. 

Matters become even more problematic when fraudsters take active steps to hide their identity.
 People can forge identities, forge IP addresses, use stolen accounts, and anonymity tools that make identification less likely.
 Janet Reno admits, “Criminals can use a variety of methods to hide their tracks, allowing them to operate anonymously or through masked identities.  This makes it difficult – and sometimes impossible – to hold the perpetrator criminally accountable.”
 The President’s Working Group writes, “Encryption now presents and will continue to present a challenge to law enforcement confronting Internet-related crime.  Robust encryption products make it difficult or impossible for law enforcement to collect usable evidence using traditional methods.”
 All of this, “can plainly frustrate legitimate law enforcement efforts.”
  Matters become even more difficult if fraudsters are also hackers and have the ability to modify data that could be used as evidence.
 Even if the data existed at one point in time, if the data can be deleted or altered it can confuse an investigation.
 

Computer forensic capabilities are also complicated by the fact that computer data are often not stored. Internet providers and networks have numerous users and unless they track and report all user activities to law enforcement agencies, the activities of a fraudster may not be traced.  Reno stated:

Even if criminals do not hide identities online, we still might be unable to find them.  The design of the Internet and practices relating to retention of information means that it is often difficult to obtain traffic data critical to an investigation.  Without information showing which computer was logged onto a network at a particular point in time, the opportunity to determine who was responsible may be lost.

Some communications may be recorded but not saved for any length of time, while other communications may go unrecorded.
 If government lacks the necessary evidence to investigate a fraud, the fraud will go unsolved. 
These technical difficulties pose obstacles for identifying perpetrators of online fraud. Although accessing, recovering, and decrypting data necessary for an investigation may technically feasible, expecting that government will have the resources to do it in more than just a few cases may be unrealistic. In a few high profile cases, the government has indeed caught perpetrators of online fraud, but the vast majority goes unreported, uninvestigated, or unsolved.
  Without being able to identify the perpetrators of online fraud the de facto situation is that government is unable to enforce the laws. Douglas North argues that anarchic markets can function when trading is face to face but argues that markets cannot function when trading is relatively anonymous.
 Perhaps one should apply his logic to law enforcement. As markets become more anonymous, how will government have the capability of enforcing the law?
  

Requirement III: Adequate legal tools to locate, identify, and prosecute cybercriminals and procedural tools to allow state authorities to more easily gather evidence located outside their jurisdictions

Even if government could keep up with technology, locate, and identify fraudsters, government still may lack the legal authority to enforce laws against fraud. Because online fraud can be committed from anywhere in the globe, a number of jurisdictional issues arise. The lack of geographical boundaries on the internet gives companies access to many potential customers,
 but it also exposes them to many potential fraudsters.
 A fraudster might reside in one country, use computers in a second country, and commit fraud against a company in the third country.
 What laws apply and what law enforcement agency has jurisdiction in such a case? The fact that fraud takes place across geographical boundaries poses a number of problems. 
The first problem stems from the fact that laws and legal procedures between countries differ.  For example, if one government outlaws an action but another does not, the first government may be unable to apply the laws to the citizens of the second country.
 Similar problems arise if one government treats fraud as a criminal matter and another treats it as a civil matter.   The United States government has signed a number of extradition treaties with other countries but unless an action is criminalized in both countries the US may be unable to pursue a case originating in the other country.
 The President’s Working Group recognizes, “When one country’s laws criminalize high-tech and computer-related crime and other country’s laws do not, cooperation to solve a crime, as well as the possibility of extraditing the criminal to stand trial, may not be possible.”
 Laws often differ greatly between countries and even differ within the same country through time, for example, the Computer Fraud and Abuse Act was adopted in 1984 and was been amended in 1986, 1994, and 1996.
 Even if a country adopted the exact same laws as those in the United States, unless they continue updating them over time the two sets of laws might become incompatible. 
When a case involves residents from other nations a number of problems surface. Can law enforcement in the first country issue subpoenas, interview witnesses, and seize equipment for residents in the second nation if the action is not prohibited in that nation? 
 Each country has different ways of dealing with suspects, so how countries should deal suspects in other countries is unsettled. 
  The President’s Working Group highlights the difficulties associated with international investigations.
 Consider what happens when a US law enforcement agency has a search warrant from US courts. Law enforcement may be authorized to search computers within the US but does the warrant enable them to search computers in other countries? Even if a search has been authorized by the US government, another country may not consider the search legitimate. Problems arise with computer investigations because the location of computers is often unknown. Do governments have the authority to search computers around the globe just because their government says they can?  The President’s Working Group states: “ignorance of physical location may not excuse a transborder search; consider how we would react to a foreign country’s ‘search’ of our defense-related computer systems based upon a warrant from that country’s courts.”
 A US search warrant will be of little use when a different country does not wish to cooperate.
 If law enforcement agencies need to get warrants from all other courts to begin an investigation, enforcing laws against fraud is that much more difficult.
One can dream up a world where all the laws and legal procedures were the same, but such circumstances are quite different than those in the world today. The President’s Working Group explains the problem succinctly:

The solution to the problems stemming from inadequate laws is simple to state, but not as easy to implement: countries need to reach a consensus as to which computer and technology-related activities should be criminalized, and then commit to taking appropriate domestic actions.  Unfortunately, a true international ‘consensus’ concerning the activities that universally should be criminalized is likely to take time to develop.  Even after a consensus is reached, individual countries that lack appropriate legislation will each have to pass new laws, an often time-consuming and iterative process.

Although it may be possible for all countries to coordinate their laws and legal procedures, the likelihood of this happening in the near future is low. 
The second problem arising from international fraud is what agency has jurisdiction is ill-defined.
 Even if the laws and legal procedures are the same, what government will investigate and deal with the fraud is an open question.
 A merchant might be located in one country, a fraudster might be located in another country, and their computers might be located in yet another country.  When fraud occurs which government has jurisdiction? One might assume that a US company can simply turn to his local authorities who coordinate with state and federal agencies, who in turn coordinate with authorities in the other nation. Despite the apparent simplicity, the situation is much more complicated. 
Some examples can illustrate this problem.  I listened to one former Silicon Valley executive describe his situation when his company was victim to fraud originating in another country. When he attempted to follow standard procedures and contact officials he soon realized that government would be of little help. He said, “There was a jurisdictional dispute between the FBI office in San Jose and San Francisco over which of them had jurisdiction over Kazakhstan, and which could handle it. So there were some very serious sorts of problems.”
 In the end the government did nothing to rectify his situation and his company was left with tremendous losses due to fraud. Although the law against fraud is on the books, whether the government can do anything about it is uncertain.

The classical liberal conception of law enforcement is that all parties need to be subject to a monopolist arbiter of law.
 Yet the ability for anyone with an internet connection to transact with numerous parties around the globe brings into question where there can be a monopolist enforcer of law. Rather than having spatially based interaction as trade was conducted in the past, electronic commerce enables parties to interact without knowledge of their counterparts location.
 As more people interact with those outside their jurisdiction, it creates problems for government’s geographically based system of law. Incidentally most of the classical liberal arguments against private law enforcement apply to the situation at hand. How can parties interact when they are not both subject to the same enforcer of law? One potential solution would be world government but the desirability of that is questionable. Whereas North argues that we need government enforcement as trade moves outside small groups, he does not have a theory about how government enforcement can function as the groups become so big as to encompass people from many different nations.  

One potential solution advocated by some lawyers is to give governments the authority to enforce laws on people outside their jurisdiction.
 That would ensure that a merchant and a fraudster could be subject to a government regardless of the parties’ locations.  Johnson and Post point out a number of problems with this position.
 Do we really want to give all governments on earth the world the authority to enforce laws on any citizen? Should American citizens be subject to Singaporean police if they are conducting an investigation or a prosecution?
 If any government could subject residents of any other country to their procedures, the few legal protections against search and seizure may be eliminated, and the result may be a race to the bottom of legal rights.
 Fortunately for individual liberty most people reject the proposal that individuals should automatically be subjected to all other countries’ laws. That means that a government model of international law enforcement would require some type of coordination between countries, which is the final requirement.   
Requirement IV. Effective partnerships with other nations to encourage them to enact laws that adequately address cybercrime and to provide assistance in cybercrime investigations. 

Following Reno’s sentiment, Deputy Assistant Attorney General Bruce Swartz states that international enforcement of law requires the, “establishment of strong mechanisms for international cooperation, since computer-related crimes are often committed via transmissions routed through numerous countries.”
 For example, if a US agency identifies a fraudster residing in a different country, the US agency has to work with the authorities in the second country if they wish to enforce the law. Even assuming that laws are same and the jurisdictional issues were sorted out, the extent to which different countries can coordinate their efforts is unclear. 

One can imagine a world where all law enforcement agencies work in concert at little cost, but clearly the world is quite different. Given that even intranational coordination between agencies is often difficult, international coordination will likely remain more difficult. Contacting other law enforcement agencies and getting them involved in a case is usually time consuming and costly.  The President’s Working Group explains the problem: “law enforcement agencies are burdened with cumbersome mechanisms for international cooperation, mechanisms that often derail or slow investigations.”
 If an investigation is time sensitive, delays between agencies can stifle a would-be-investigation.
 Unless the US government can rely on governments around the globe to assist and enforce their laws, then people will be able to commit fraud in other countries and remain outside the law.
 Yet prohibition of fraud hinges on the law being enforced regardless of where the fraudster resides. The President’s Working Group recognizes this very real problem: “With scores of Internet-connected countries around the world, the coordination challenges facing law enforcement are tremendous.”
 The result is that even though international fraud might attract attention from multiple law enforcement agencies, it possibly might attract the attention of none.
 
The only real way to solve the problem would be to have tremendous coordination between law enforcement agencies around the globe. The President’s Working Group brings up the many difficult requirements.

Because the gathering of information in other jurisdictions and internationally will be crucial to investigating and prosecuting cybercrimes, all levels of government will need to develop concrete and reliable mechanisms for cooperating with each other.  The very nature of the Internet – its potential for anonymity and its vast scope – may cause one law enforcement agency to investigate, inadvertently, the activities of another agency that is conducting an undercover operation. Likewise, the law enforcement agency of one state may require the assistance of another for capturing and extraditing a criminal to its state for prosecution.  In other words, crimes that were once planned and executed in a single jurisdiction are now planned in one jurisdiction and executed in another, with victims throughout the United States and the world. 


As wrongs can be planned and committed across borders, government enforcement would require the law enforcement in all countries to coordinate.  The government would either need bilateral agreements with every country or a multilateral agreement with all countries. The Council of Europe has spent the past fifteen years debating and drafting a Cybercrime Convention, which to date has yet to be ratified.
 Perhaps not surprisingly, the Cybercrime Convention has little to do with protecting online merchants and more to do with regulating business and creating laws against hate speech. International politics does not operate in a classical liberal vacuum and so the treaty contains numerous aspects which are opposed by groups ranging from the US Chamber of Commerce to the American Civil Liberties Union.
 Although matters may change, the likelihood of a worldwide multilateral agreement (or numerous bilateral agreements) to help online merchants does not seem high.
 

Critics of private self governance argue that without uniform government standards, competition will lead to a race to the bottom where the weakest level of self regulation will prevail.
 One can debate the validity of this argument against self-regulation,
 but it seems to apply to current problem with multiple governments. If one country has lax laws or inferior enforcement ability, fraudster could set up operations in that country knowing that the likelihood of getting caught is less. The President’s Working Group writes, “Inadequate regimes for international legal assistance and extradition can therefore, in effect, shield criminals from law enforcement: criminals can go unpunished in one country, while they thwart the efforts of other countries to protect their citizens.”
 Although classical liberals such as Richard Epstein argue that government is created to eliminate externalities,
 unless all the externalities in the globe can be internalized, externalities between nations will still exist.
One of the classical liberal arguments against private enforcement is that prohibitions against wrongdoing creates spillover benefits to all people in society. Even if private parties could solve the problem, private parties would bear all the costs and not gain all of the benefits so a free rider problem would be present. Thus, according to the classical liberal, the government steps in to eliminate the externalities. But the arguments of why private law enforcement cannot function be just as easily applied to the current situation. Any effort by one country to prevent online fraud would be costly and would provide benefits to all other nations. The costs are local and the benefits are not, the same free-rider problem may rear its ugly head. If the US government devotes resources preventing wrongs in other countries, American taxpayers foot the bill and see little results. Public goods theory notwithstanding, there is little evidence that law enforcement agencies act to maximize the social welfare function of the entire world. Law enforcement agencies have objectives and limited budgets just like anyone else, so to assume that they only act to serve the global public good might be unrealistic. 
Even if we assume that all law enforcement agencies act to reduce fraud, they have may have different incentives to do so. For example, each agency will likely want to devote resources to solving fraud against their own citizens because the agency will appear better to voters than if they spent their resources helping residents abroad. Even if the culprits reside in their country, victims in other countries give law enforcement agencies no political support, so governments have less of incentive to help them. Reno brings up this important problem:

While we are working with our counterparts in other countries to develop an international response, we must recognize that not all countries are as concerned about computer threats as we are.  Indeed, some countries have weak laws, or no laws, against computer crimes, creating a major obstacle to solving and to prosecuting computer crimes.   I am quite concerned that one or more nations will become "safe havens" for cybercriminals.
 

Classical liberals must recognize that not all governments act according to public goods theory. Even if governments had the ability to do so, it seems unlikely that all countries will take the same interest in going after cyber fraud. If we introduce the possibility that certain governments simply do not care about American merchants, the likelihood that foreign governments devote to resources to eliminating fraud become lower.
 Given that numerous governments have little concern for business in general, thinking that they will help assist fraud against foreign businesses seems to be unrealistic.

Problems are exacerbated by the fact that governments in other countries may be even less knowledgeable about computer technology than US law enforcement. Yet international coordination of law enforcement hinges upon law enforcement agencies in every nation being up to date in the latest technology. Assistant Attorney General Michael Chertoff said, “When we deal with a transborder cybercrime, we need foreign law enforcement counterparts who not only have the necessary technical expertise, but who are accessible and responsive, and who have the necessary legal authority to cooperate with us and assist us in our investigations and prosecutions” (emphasis added).
 Technical expertise, accessible, and responsive are not words that usually come to mind when thinking of governments around the world. To expect law enforcement agencies in less developed countries to solve a problem that US agencies are incapable of solving might be a bit questionable. Can anyone honestly expect the government of Zimbabwe to help assisting enforce laws against online fraud?

3) Conclusion


One the main justifications of government is that markets require government prohibitions against fraud. Yet we must recognize that law enforcement is not a perfect agent that can enforce laws without cost. Even if problems exist, the government may not have the ability to solve them. Wishful thinking notwithstanding, in the current world few of the conditions that government needs to prohibit fraud are met. Government has been unable to keep up with technology, lacks the necessary resources, and has difficulties collecting evidence and locating perpetrators of fraud. Government also faces organizational and jurisdictional uncertainties because fraud can take place across national boundaries where laws and legal procedures differ. Effective prohibition against fraud would require coordination between all law enforcement agencies, a situation that appears unlikely. Under these conditions the ability for government to prohibit online fraud is extremely limited. 
To date governments do not appear close to solving the problem.
 Describing all types of computer fraud, attorneys Kim, Pinter, and Witmeyer estimate that “no more than 10% of the crimes involving computers get reported to authorities; further, less than 2% result in convictions.”
 Private companies know they cannot rely on government to rectify the situation, so in many cases they avoid reporting incidents. Even if government had a 100 percent recovery rate, companies would be reluctant to involve law enforcement because the cost of the legal process may exceed the cost of the stolen goods.
 As the probability of recovery approaches zero, it is no wonder why companies would not turn to the law. Attorney General John Ashcroft recognized this issue saying, “victims are often reluctant to refer their cases to law enforcement,” and adding, “we hope to convince the high tech community that when they report incidents of cybercrime, they are not just doing the right thing for their community – they are also doing the right thing for their business.”
 To state the issue is to admit that government does little to help merchants victimized by fraud. If involving government was really in the interest of firms, they would not need persuasion from officials. 
Although the evidence presenting in this paper does not prove that law enforcement agencies inherently incapable of prohibiting online fraud, it does show that they have been ineffective to date. The classical liberal might respond that all law enforcement needs is more resources and more laws.
 The important fact remains that merchants have been unable to rely on prohibitions against fraud for virtually the entire history electronic commerce. If past performance is any indicator of future success, we should not expect government to have the ability to solve the problem anytime soon. As Janet Reno stated, “these challenges are daunting.” 
 Another, perhaps more realistic, way of looking at the problem is to recognize that government is not close to being able to solve the problem. 
The situation and the proposed government solution are not as simple as the classical liberals assume. After looking at the evidence we come to the exact opposite conclusion as Douglas North. In contrast to North who argued that government must provide external enforcement as markets become move outside of small circles, we have found that government enforcement becomes less possible in these circumstances. Relatively anonymous markets such as electronic commerce may pose problems for trade but they pose even more problems that perplex government. Just because a problem exists does not mean that government has the ability to provide the solution. Whether the market breaks down as classical liberal theory would assume is left to future research. Preliminary observation, however, suggests that electronic commerce is alive and well despite the fact that merchants are unable to rely on the law. This seems to indicate that markets are more robust than classical liberals assume. Indeed Klein, Benson, Rothbard, Friedman, Caplan, and Stringham argue precisely that.
 
 One of the great contributions of economists is to point out that public policy requires more than wishful thinking.
 Coming up with a theory of how markets are imperfect and how government can solve the problem is not enough. But lawyers and economists such as Epstein and North are guilty of exactly this. Classical liberals have theorized how markets require government prohibitions against fraud and how government can solve the problem. Yet in reality, the situation is quite different. George Mason economist Alex Tabarrok warns against what he calls theoretical empiricism.
 People come up with a theory and then assume that the world conforms to their theory. But just because one assumes that the government can solve the problem does not mean that it actually can. It seems that classical liberals are indeed guilty of the Nirvana fallacy.
( The author thanks Peter Boettke, Dan Klein, and Benjamin Powell for helpful comments and suggestions. 
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